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General Information

The 4-Port Wireless Ethernet Router features 4 LAN ports and
wireless ability.

| Package Contents

The package includes one of each of the following items—

4-Port wireless Ethernet router
15 VAC AC power adapter
RJ-11 telephone cable

RJ-45 Ethernet cable

Splitter

User Manual / Quick Guide

!".. | Safety Instructions—Please read.

e Place your router on a flat surface close to the cables in a
location with sufficient ventilation.

e To prevent overheating, do not obstruct the ventilation
openings of this equipment.

e Plug this equipment into a surge protector to reduce the risk
of damage from power surges and lightning strikes.

e Operate this equipment only from an electrical outlet with
the correct power source as indicated on the adapter.

e Do not open the cover of this equipment. Opening the
cover will void any warranties on the equipment.

e Unplug equipment first before cleaning. A damp cloth can
be used to clean the equipment. Do not use liquid / aerosol
cleaners or magnetic / static cleaning devices.
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| Front Panel View

?-?!,F‘hdaz'l |1?£
T B

|-xD5SL-| |——LAN —|

LED Mode Indication

Solid Wireless is enabled.
AP No light Wireless is disabled.

Blinking There is wireless traffic.

Solid ADSL is connected.

. . ADSL is not connected. The ALARM led

XDSL Link No light will be red.

Blinking The router is connected to ADSL.

. ADSL is connected, and there is no ADSL

Solid traffic
XDSL ACT No light ADSL is not connected.

Quick blinking There is ADSL traffic.

Solid Router is connected to the LAN.

, No connection to the LAN. Check if the

LAN1-LAN4 No light LAN cable is connected to the router.

Blinking LAN traffic

Solid (red) ADSL is not connected.
|
! (Alarm) No light ADSL is connected.

Solid Router is powered on.

Router is not powered. Check if the router

POWER No light is plugged in and if the power switch is

turned on.
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| Back Panel View

Port Description

On / Off Press to turn the router on and off.

Power Connects to a 15 VAC AC power adapter.
Restart-press the button for less than 4
seconds.

Reset Default settings—press the button for 4
seconds or longer.

LAN1-LANA RJ-45 connects the unit to an Ethernet device
such as a PC or a switch.

NOTE: To be used by maintenance

Console professionals only. If the router needs repair,
bring it to a service professional.

Line RJ-11 cable connects to the splitter provided.
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Installing the Router

Connect the ADSL Line and Telephone

An RJ-11 cable will be connected to the wall phone jack and the
line-end of the splitter. Connect another RJ-11 phone wire from
the modem-end of the splitter to the port labeled “line” on the
router. A third RJ-11 phone wire will be needed to connect the
telephone to the phone-end of the splitter.

r_ Ty r_ Ty

CHOH O

LINE HODEH PHONE

NOTE: See connections on the installation diagram.

| Connect the PC to the Router

Use the Ethernet cable to connect your computer directly to the
router. Connect one end of the Ethernet cable to one of the ports
labeled LAN on the rear panel of the router and connect the other
end to the Ethernet port of your computer. Attach any additional
PCs to the router using RJ-45 cables to the port labeled LAN on
the rear panel of the router.

| Connect the Power Adapter

Complete the process by connecting the AC power adapter to the
POWER connector on the back of the device and plug the adapter
into a wall outlet or power strip. Then turn on and boot up your
PC and any LAN devices, such as hubs or switches, and any
computers connected to them.
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Installation Diagram
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Mounting the Router

The router can be mounted on the wall with the screws provided.
Mounting can be done on wall material including concrete, wood,
or drywall. Select an appropriate location free from obstructions
or any possible interference. Make sure the cables can be easily
attached to the router without strain. The illustration below shows
how to mount the router horizontally on a wall.

| Horizontal Mounting |

Mounfing Screws

Mounting Holes

Concrate, Wood,
of Dinywall
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Configuring Your Computer

Prior to accessing the router through the LAN port, note the
following necessary configurations—

e Your PC’s TCP/IP address: 192.168.1.  ( the last number
IS any number between 2 and 254)

e The router’s default IP address: 192.168.1.1

e Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow
the instructions for the operating system that you are using.

| Windows 2000

1. In the Windows taskbar, click on the Start button and point
to Settings, Control Panel, and Network and Dial-up
Connections (in that order).

2. Click on Local Area Connection. When you have the Local
Area Connection Status window open, click on Properties.

3. Listed in the window are the installed network components.
If the list includes Internet Protocol (TCP/IP), then the
protocol has already been enabled, and you can skip to
Step 10.

4. If Internet Protocol (TCP/IP) does not appear as an
installed component, then click on Install.

5. In the Select Network Component Type window, click on
protocol and then the Add button.

6. Select Internet Protocol (TCP/IP) from the list and then click
on OK.

7. If prompted to restart your computer with the new settings,
click OK.
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8. After your computer restarts, click on the Network and Dial-
up Connections icon again, and right click on the Local
Area Connection icon and then select Properties.

9. In the Local Area Connection Properties dialog box, select
Internet Protocol (TCP/IP) and then click on Properties.

10. Inthe Internet Protocol (TCP/IP) Properties dialog box,
click in the radio button labeled Use the following IP
address and type 192.168.1.x (where x is any number
between 2 and 254) and 255.255.255.0 in the IP address
field and Subnet Mask field.

11. Click on OK twice to save your changes and then close
the Control Panel.

| Windows XP

1. In the Windows taskbar, click on the Start button and point
to Settings and then click Network Connections.

2. In the Network Connections window, right click on the Local
Area Connection icon and click on properties.

3. Listed in the Local Area Connection window are the
installed network components. Make sure the box for
Internet Protocol (TCP/IP) is checked and then click on
Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click
in the radio button labeled Use the following IP address and
type 192.168.1.x (where x is any number between 2 and
254) and 255.255.255.0 in the IP address field and Subnet
Mask field.

5. Click on OK twice to save your changes and then close the
Control Panel.
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Logging into the Router

This section explains how to log in to your router using the
following steps—

1. Launch your web browser.
2. Enter the URL http://192.168.1.1 in the address bar and click
on Enter.

A login screen like the one below will be displayed after you
connect to the user interface.

% Fleaze type your uger name and pazswaord.
Sike: 192.168.1.1
Fealm ADSL Router
Uszer Name ||
Pazsword I
[T Save thiz password in your password list
ITI Cancel |

3. Enter your user name and password, and then click on OK
to display the user interface.

’—ﬂ NOTE. There are two default user name and password
combinations. The user/user name and password combination
can display device status, but cannot change or save
configurations. The admin /admin combination can perform all
functions. Passwords can be changed at any time.
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http://192.168.1.1/

Device Info

This section describes the system information that can be
accessed using the menu items under Device Info.

| Summary

Access the general status report from the router by clicking on
“Summary” under “Device Info”. It shows information about the
router such as the version of the software, bootloader, etc. It also

displays the current status of your DSL connection as shown
below—

& welcome Device Info
=43 Device Info
=[] Summary |Board ID: WLAR
e ] WAN - .
-] Statistics Software Version: 3-02-02-0C00.42pB018e. d16f |
L] Route |Bootloader {CFE) Yersion: |1.0.37-0.8
-] ARP P - : '
. [] DHCP |Wireless Driver Yersion: |3.91,41.0
i |:'| Quick Setup
-1 Advanced Setup This information reflects the current status of vour DSL connection,
-1 Wireless
i EI Diagnostics

= :Line Rate - Upstream (Kbps): 1800
-] Management i iy

Line Rate - Downstream (Kbps): 8000

|LAN IP Address: 1182.168.1.1
Default Gateway:

Primary DNS Server: 1192.168.1.1
|Secondary DNS Server: 192.168.1.1
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| WAN

Access the WAN status report from the router by clicking on

“WAN"” under “Device Info".

[
=3 Devize Infe
1 Swmmary
1WA

WIAN Endu

1 WLV r:_" [EUILTE TR AL R TLE T
] Seailasios
2] Aearie
_} ARP
1 DHCP
] Ok Swnep
= _1Aivanced Seup
= i Wineles:
__'I Diggnostics

= ) Management

-

e 14 401 S pop 14401

Enfrriacn

Protocol | EEVET

115 514
i) st Slafe  Siabis

mwm
aldrpas

(5]
4401 PPRoa  Desbied | Dmcbiied Bt

| STATISTICS

LAN Statistics

Access the LAN statistics from the router by clicking on the “LAN”

item under “Statistics”.

& welcome

Statistics — LAN
=+ Device Info

Interface

| Statistics

Ethernet (1572 |15

Wireless |0 i

[ Reset Statistics

i,

Quick Setup
Advanced Setup
Wireless

$)

=,

D

] MAC Filter

-] Wireless Bridge
1 Advanced
=[] Station Info
--[F] Diagnostics

#-_] Management

Received

Transmitted

|Bytes [Pkts [Errs Drops Bytes Pkts Errs Drops '

0
0

o
]

7196 (15 o
i0 o0

]
a
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WAN Statistics

Access the WAN statistics from the router by clicking on the
“WAN"” item under “Statistics”. The below screen shows a PPPoA

WAN connection example.

| winlcomn WAN Statistice
= Devics Indo
] Bwmmany Servie MPLYEIProtocol  Irterloos Receive Tramrsenil Led
WA Eytes Piets Cres Droges Bytes Plts Dres Drops
—":*E_I*‘I“:r"ﬂ pppoa_14_#0_1 14/40 (PPPoA ppp 14 401 0 (o (o[ o [0 ‘o o 0
LIWaN
LTATH
[3 ADSL
] Boute
T ARP
] BHCP
Duick Setup
= _] Ashvanced Soiap
& Wireloss
) Dimgnasiics
& ] Managemmni

ATM Statistics

Access ATM statistics from the router by clicking on the “ATM”
item under “Statistics”.

|2 wintznma Grathlies — ATM
A Device Inln
Sumimeai e Race St L
5 ¥ AT Interiace Statistic
1WAN I [ealicd | Bk Port In  [In Circult 1 ODAM
e WM Dt | In N InHec n e by GFC
= Stk .
o i Octots ctets Ermors Unknawn Ermors | Yon Vel NoULnable oo, Ml | Tvpe  RMORC (o,
T o | e : . ) -
ATH
= 2 Interfoace L +
ks AALS Tnterface Statistic
n £ N CEEES In 1 £ s £1n brrors i reors 1 06 ¥ L
ﬂ:a:"' i i tots (it Detots n Ueast Mg Bt Ueast Petsln £ Dt E I Dicards Dut Disc ardds
: J DHCP o SR 1 b O ! L
] Ouick Sutup ;
5 _-|.|1|||I||1|'|.r.|| ﬁllllp AALS WL Shalintes
i 1 Wiroless WL WCICRE Frrors AR Tiveiuts Dhiersized GOUs Sliort Packet Treorel sngth Crenrs

A Magnostics 4740 i] 1 i]
o Managsmani
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ADSL Statistics

You can view ADSL statistics by clicking on the “ADSL” item
under “Statistics”. Information contained in this screen is useful
for troubleshooting and diagnostics of connection problems.

&l welcome Statistics — ADSL
-3 Device Info - -
) Summary Mode: 15.0MT
[ wan Type: Fast
Line Coding: rellis On
fa"t.a.tus: - [o Defect
Link Power State: LO
| i:_)_qwn_stre_an‘_l_Upstre_am:
SR Margin (dB): is  hao
L Attenuation (dB): 8.0 1.0
L1 Quick Setup Dutput Power (dBm): 7.8 125
-1 Advanced Setup Attainable Rate (Kbps): 9504 1056
B Diagnestics L . B000 B0
-] Management {number of bytes in DMT__._frame)__.___ 251 26
R {number of check bytes in RS code word): 0 o
5 {RS code word size in DMT frame): L L
D (i_rité_i'leavé_r déhih): i 1
Delay {msec): o o
Super Frames: Pa171 PA1AY
Shp_e_r Fr_a'm'é' Errors: 2] B 348 '
RS Words: o o
RS Correctable Errors: o D
RS Uncorrectable Errors: ]} A
E-_| Advanced Setup
o Wifeless HEC Errors: ] 152
B Diagnostics
&-_] Management HED Errars. o o
LCD Errors: ] - ]
Total Cells: 110454350 0
Data Cells: ] ja]
Bit Errors: o o
Total ES: i 0
Total SES: 1 jal
Tl:l!:al UAS: 77 o

ADSLBER Test ][ Reset Statistics

ASUS 4-Port Wireless Ethernet Router

User Manual 15

Version 1.0
Document #: BD-AU0014-10



ADSL BER Test

A Bit Error Rate Test (BER Test) is a test that reflects the ratio of
error bits to the total number transmitted.

If you click on the ADSL BER Test button at the bottom of the
ADSL Statistics page, the following pop-up screen will appear
allowing you to set the tested time and to begin the test.

2 http://192.168.1.1 /berstart.tst?herSEate =0 o [m] S

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with
this known pattern to chedk for any errors,

Select the test duration below and click "Start”.

[~

Below is an ADSL BER Test result screen displaying information
about the test including the error bits and ratio.

2} http://192.168.1.1 /berstop.tst - Microsoft I =10 x|
ADSL BER Test - Result
The ADSL BER test completed successfully,
Test Time (sec): 20

Total Transferred Bits: |0

Total Error Bits: 268473475

Error Ratio: 3.74e-01

Close |
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| Route

Access the routing status report from the router by clicking on the
“Route” item under “Device Info”.

@W&Icume Device Info - Route

=-/Z3 Device Info

--[7] Summary Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate

- [] WAN D - dynarmic {redirect), M - modified (redirect).

=3 Statistics ) )

I.__I Ty | Destination | Gateway | Subnet Mask |Flags | Metric | Service | Interface

[ ATM [192.168.1.0 |0.0.00 |255.255.255.0 (U |0 bro

--[7] Quick Setup
-] Advanced Setup
-] Wireless

l_'l Diagnostics
#-[1Management

| ARP

Access the ARP status report from the router by clicking on the
“ARP” item under “Device Info”.

& welcome Device Info - ARP
=3 Device Info
-] Summary
-] WAN
-3 Statistics |192,168.1.2 |Complete |00:08:02:0C:36:0C |brO
D LAN
D WAN
D ATM
[ ADSL
-[] Route
- _)ARP
‘- [] DHCP
[ Quick Setup
i Advanced Setup
o] Wireless
-~ =] Diagnostics
&-] Management

' IP Address Flags |HW Address Device
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Quick Setup

This section will explain how to quickly configure the router for the
main purpose of connecting to the Internet. If you need to
configure any advanced functions, then those can be performed
in the advanced section.

ATM PVC Configuration

To enable the auto-connect process, click on the box labeled DSL
Auto-connect, a process that will automatically detect the first
usable PVC and automatically detect PPPoE, PPPoA, and Bridge
Protocol (with DHCP Server available). To continue, click on the
Next button.

If you do not use DSL Auto-connect, then you may need to
change the VPI and VCI numbers. Quality of service can also be
enabled on this screen.

1 Wk Musck Seilig
« 1 Duvice info
9 Ouick Sutup
il Advancad Saip
+o_ 1 Winbess AN PYE Com fgpuration
L] Diagnostics

1 Mamagumeni St T chck b ¥ T bl DSL Aurk-ConmecT prones

Enalile Guality O Sérvica

LT L Adhanced Batup, Duality of
Service ¢

Furthermore, if you do not use DSL Auto-connect, then you will
need to select the connection type and encapsulation mode from
a list as shown below.
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|2 Wicome Conmection Type
i ) Duvice Infe
L] Ehuiek Sabap Skt ety of restwiork: prokoco] s encap lten mods cwer T TR PVE Dat o 159 has reiucied wou

i 1 Advanced Sobap e, hiorm thal 02 10 WLAN WORing i only ivailatle o PRTol, MER e i dgng

i ] Wirslnen

L] Disnmnmics O M v ATH (PPPOR)

i ] Manspsmsnt = Elnhiesn
2 BEE gepr Ethomot S9E0E

oEh

Wi Ercapsmlation Routing (MER)

Encaprsulation Mode
LLESMAR-HREGMG -

Enabin Enz.1g O

=3 )

The next screen to appear will depend on the connection type that
was selected in the previous screen.

1 Wi P sernaes and Padswond

7 1 Dmdes Inka
1] Oulck Snoap T iy rexguren That you have @ weer mime o paseword D eyl e your coomesctan, (n e bk ek, anter
+- ] Aihvancod Senap i LESF rares and fasswern thal yur 155 has provided 8 o

1 Wirebess
1 Diagnostics
1 Mamagamant

{ Do ot e e {1 +h, =08 )

{ Do umn "=\ "{] +f, e )

[0 Dl e clarrand (sl el Bt Bmer)

[ FPF F oxtormion
L] Wesips Alwe

[0 use Siatc F Address

[ use te ioiowng defmk gy
i T dechek sk

Lism Wi Interface

The next screen lets you decide if you want to enable NAT,
firewall, IGMP multicast, and WAN service.
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= Winkonmn firtwork dddress Translathon Gettings

Z1 D Indo
T Quick Satup Mahworic Ardress Trarslation (MAT) allows wou i BRare ors Wids Arsa Mebaori [WAN) I sodress for muliple
= _JAdvancod Setup camgutens an o Local Area Febwink [LAM)
i VAl e

] Dimgnosiies

- BrubiopaT [
& ] Managumuni

Enabas Frgwal [

Ernabile IGMD Multicast, and WAN Sersicn
Erabiles I MUl

Enabik 'WaN Servici

=l

Gervis Hame

The following is the Device Setup screen where you enter the IP
address / subnet mask as well as enable or disable DHCP server.

& welcome Device Setup
#-1 Device Info
i D Quick Setup Configure the DEL Router [P Address and Subnet Mask for LAN interface,

Advanced Setup )
L wireless 1P Address: [182.168.1.1
i-[] Diagnostics =
#-] Management Subnet Mask: |255.255.255.0

O Disable DHCP Server
® Enable DHCP Server
Start IP Address: !192. 168.1.2 i
|

Erd IP Address:  |192.168.1.254

Leased Time hour):| 24 i

[eanfigure the second IP Address and Subnet Mask for LA interface

The last screen under the Quick Start section allows you to set up
the wireless feature of the router.
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@W&Icume

% Device Info
- 2] Quick Setu _
: -] Advanced getup Enable \Wireless
-] Wireless
D Diagnostics
&1 Management

Wireless - Setup

Enter the wireless network name {also known as SSI07,
SEID: |Br0adcom |

When you click on Next, the summary screen shows the settings
made under WAN setup.

= Wolcome WAN Getug - Gummary
& ] Dewice Info
j Dulck Satap Wop Sune T e setirgs Dekiee (RaCh e setircs proviced by wiur |5
] Aubvancnd Satup
& ] Winnlhuss BT/ WCT: 14 /401
L) Magnastics
& ] Managemant Connection Type: | FRFFoE

SEFACE Name: PRpoe_14 40 L1
Borvice Dategory; |LER

1P Aubclrirss: Autmatically dxniigred
Sarvice State: Enahlad
KAT: Enablod
Feewall: Ciisabled

1GMT® Mhalticast: Crisabiid
Duality Of Service: |Disabled

Click “SavyREaboot” B 23w Toss sottings and nebaat rolter. Clol Back® o make any modfications
HGTE; The confgurabon procegs Wk about -1 minute © completn ond your DEL Pouter will rebool

R T T e
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Advanced Setup

This section of the user manual is on the advanced configurations
of the router. The topics under Advanced Setup are WAN, LAN,
NAT, firewall, QoS, routing, DNS, ADSL, and port mapping.

[WAN |

Configure the WAN settings as provided by your ISP.

Lwcome WK St
_| D Indn
T Gubck Satp
i Nadvanced Sehup
1] Wik
1 LAN Wt | ateons [ Wtefare | Protoood | EEY | Ot (Wlanbil | State | Wemeve | B0d | AU
= e WAT m dbwEy ST an ik i i staty aE {11
& ) Finwwrall — 1
] Omality ol Sarvics 14 L fonce_14 1P 14 1|  Pee sibioe] | Dacabiee] | B Eruin Fi T
= ) Housing
= ) xhS
[ anst (i | Fi
: U1 Part Magping
1 Wil
1 Ddaymustics
*) Wanagnment

Click on the Add button if you want to add a new rule for the WAN
interface. The ATM PVC Configuration screen appears.

The ATM PVC Configuration screen allows you to configure an
ATM PVC identifier (VPI and VCI) and select a service category.

|.:"w-|.: ||||| M AT PV Condigus sticn
& 1 Devilow Info T e alorys yoe f o
L] Duick Selup
i Mubvancsd Swlup
1 WAN
1LAN
=i ] NAT
# 1 Finewall

Quality of Survicu
i ﬂl!nl_ﬂll:llu Serace Cetegory | UBR Withaul FCR. =
# _1 RS
JADEL
1 Pont Bapping
¥ 0 Wiieles
L] Dianmustic
= ] Mansgameni

Enalble Quabty OF Service

e Focllomes WER. | (oS COnsumees § oueiie;: lmfons s, L A
Sotug, Quality of Servicn b ssugn prortes for the applcabon

o Cerycw [

] e

Verify the following values with your ISP before you change them.

e VPI: Virtual Path Identifier. The valid range is 0 to 255.

e VCI: Virtual Channel Identifier. The valid range is 32 to
65535.
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e Service Category: Five classes of traffic are listed—

UBR Without PCR
UBR With PCR
CBR

Non Realtime VBR
Realtime VBR

O 0O0OO0O

Enabling QoS for a PVC improves performance for selected
classes of applications. However, since QoS also consumes
system resources, the number of PVCs is reduced. If you want to
enable QoS service, click on the Enable Quality Of Service check
box.

Connection Type

This screen shows the below types of network protocols and
encapsulation modes—

PPP over ATM (PPPo0A)

PPP over Ethernet (PPPOE)

MAC Encapsulation Routing (MER)
IP over ATM (IpoA)

Bridging

Select the mode that your ISP has instructed you to use and click
on Next.

Also available is the option to enable 802.1q, a standard to allow
multiple bridged networks to transparently share the same
physical network link without leakage of information between
networks (i.e. "trunking"). Click on the checkbox if you wish to
enable this function.
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After you click on Next, the below screen appears allowing you
disable the bridge service if desired.

I welcome
&1 Device Info
Quick Setup Unselect the check box below to disable this WAN service
-5 Advanced Setup
(] waN
E

Enable Eridge Service: [

Service Marne:; br_0_35

Back | et |

[ Port Mapping
: Wireless

i [ Diagnostics
&[] Management

B

When the settings are complete, the next screen shows a WAN

Setup - Summary screen displaying the WAN configurations
made.

ASUS 4-Port Wireless Ethernet Router
User Manual 24

Version 1.0
Document #: BD-AU0014-10



Emu—r}u Wik Setup - Summary
=] Dvice Info
3 ki s that i setng below match th dattngs prowided By wour (59
|1 Quick Sutup L
=l Aglvamced Sekip
U] whan L L WO b 0=
_‘IJ:-I.ln':IT‘ Connection Type: | Beigs
0 Flmarall Yarrvic i hanie! b o
£ :u.llllry of Sandrce Bervice Calegory: |NT_VER
8 | Ll
- _']n;:ll: o P Addreas: Mot Applcables
] ADSL Sasrvite State: Erubiod
] Pornt Mapgping 3 =
& L) Winehis I Tt
1 Miainostics Hrrwall! (=]
BT Marugeraant TGP Mullicast: ot Apchcable

Quality [ Sewwire:; Dssbiad

Wk Eawe” to Ll thess Setings. Choh "Back” 1o makn Ay modification:
WCTE! You need 1o reboot (D scinatp Uhs Wak ntie oy and further conhgure menices over ihe mitertxo

] =)

Click on the Save button when the settings are correct. The
below screen will appear showing the WAN settings that you
made. When satisfied with the settings, and no changes are
necessary, click on the Finish button. To remove any settings,
click on the Remove button.
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After selecting the Finish button, the below screen will appear. At
this point, the router will reboot to save the changes made.
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| LAN Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask
for the LAN interface to correspond your LAN’s IP Subnet. The
Save button only saves the LAN configuration data, but does not
apply the configurations. Select the Save/Reboot button to save
the LAN configuration data and reboot the router and apply the
new configurations.
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A Mabvancel Salap
C1WaAN
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= UPri

i

| NAT

If you enable NAT (Network Address Translation), you can
configure the Virtual Server, Port Triggering, and DMZ Host.

Virtual Servers

[
w i fevien Inka
1 Gukck Sotup
=3 Adtvamond Snnap
L] WAN
] LAN
=1 {3 NAT
I Viitual Senveis
1 Pun Tiigguring
B T o
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il I Fireswrall
1 Chunbity od Sendics
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I ADSL
=] Puit Mapping
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End
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A virtual server allows you to direct incoming traffic from the WAN
side to a specific IP address on the LAN side. Select the virtual
server from the drop-down list and complete the server IP
address, then click on the Save / Apply button.

RAT — Virtisal Servers
[
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The following screen appears after you save your selection. To
add additional virtual servers, click on the Add button. If you need
to remove any of the server names, select the check box and click
on the Remove button.

= weloomme WAT — Virtisl Servers Soiug
= | Devlce Info .
L] Gulck Sobip virtiaal Ssrver Sow v 10 drecl mcormng bt from Bhe WA nde (deritfied by protocsl and & |‘-'I ‘u’.‘l LR
i Addwamcud Sulsp wibeerid sorver with 3 st B addnis on B LAN tde. Thir ntormal port = segunod only o ths |. il pork ikt bl
o wany comwerbod o a different port rumbss wsed by the servoe oncthe LAN sda. & masmurn of 32 erdnes con be oo mm
JLAR

= 3 HAT and] | frmom
[ vinual Seames —I_I

ﬂ;"" il [Gorver  [Cntemat pont [ etemalpoet | Tinbemal et | internal Part. | Sever 15

"
Hae Nan tart Ersd tart | Enel Addelresi o
a1 1 Frmwal] | Aties = o o 7 " A
i ] ] gLe] 00} ] TR 15612 r
.J Quasling ef Sarvice Workh . o
-\l Ruifing et T T T T
«10HS n__"'{l' 56T S6TT T T 5670 (LRl R r
J ADSL :
o1 Pan Mapping ACTTen % I e P T -
o O e TP T bR 16R 1
L] Didsginuoestics | acth
¥ ) Managumaing i Tao | 00 T 00 W 02 188 4.3 r

ASUS 4-Port Wireless Ethernet Router

User Manual 27
Version 1.0
Document #: BD-AU0014-10



Port Triggering

Click on the Add button to add Port Triggering to your Internet
application.

llgm:num NAT ~ Part Trguerng Selup
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The below screen appears when you click on Add allowing you to
select the application that you want to set the port settings for.
After a selection has been made, click on the Save / Apply button.
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The below screen appears after you save your selections. You
will be able to add or remove selections made, by clicking on the
Add and Remove buttons.

ASUS 4-Port Wireless Ethernet Router

User Manual 28

Version 1.0
Document #: BD-AU0014-10



| visdcrim
=7 Dewloe bnfi
) Duick Selup
i habyanes Selup
[0 wamn
] LAN
=) MAT
1 Wiibual Survins
U3 Ment Teiggatiag
] D8 Mt
LG
£- o] Firewall
L] Quiality ol Servcy
1 1 Rusting
W) DRSS
L] AL
L] Por Mapping
4 ) Wireless
_J Magnostics
] Bansgemant

DMZ Host

SAT — Part Triggenng Setup

w apricabiern recpis Tl s porly in e Rouler's Bl b opseresd foe scoses by B ek partien. Prrt
T chrumecdy opond uo e 1 2 S ton o this Led irftites a TORCE

CoMNOC Hon to 3 FemoTe party Lsng the Tggoeeng Po wrrobe paty B the Wish sde o
actabith rew corTEChors back by Me phcation o e LAN oo Lrirg the Dpsn Boery’. A massmarn of 33 erne can e
r |'; st
_-_.li Twrcae
gl atinn Tragypeer D -
Namw | Proboenl | Port Range | Protocal | Port Rangs
Gtart | End Gtart | Endl
bocster | T [seo | oems | e [pem|
Mt rem 5509 |6E0a | Tep 5oy |semr| T
[T T ] .(,-"\-ﬁ - Frrr [T -
Flagmilmr TCPR i BEDG | TR E £ r
Fiagstas 3 i | poes |pete|
i " VY AR ) AT =
apster 1] o | G oS | BEER I

You can define the IP address of the DMZ Host on this screen.
Enter the IP address and click on Save / Apply.
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The application layer is a window between various application
processes to allow open information exchange. To use the
Application Layer Gateway (ALG), the appropriate Application
Layer Gateway definition was selected in the service configuration

item.
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IP Filtering—Outgoing

The outgoing filter will block the LAN traffic from entering the
WAN side. Click on the Add button to create filters.
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The below screen will appear when you click on Add. Input the
filter name, source information (from the LAN side), and
destination information (from the WAN side). Then click on Save /

Apply.
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IP Filtering—Incoming

Incoming filter filters the WAN traffic to the LAN side. Click on the
Add button to add incoming filter settings.
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Enter a filter name, information about the source address (from
the WAN side), and information about the destination address (to
the LAN side). Select the protocol and WAN interface, and then
click on Save/Apply to add the setting.

MAC Filtering

MAC filtering can forward or block traffic by MAC address. You
can change the policy or add settings to the MAC filtering table
using the MAC Filtering Setup screen.
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If you click on Change Policy, a confirmation dialog allows you to
verify your change.
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If you want to add a setting to the MAC filtering table, enter the
Source and Destination MAC address, and select protocol type,

frame direction, and WAN interface. Then click on Save / Apply to
save it.

1 wwetcome duld AL Filber
11 L1 Davinen Inlu .
[ ek Somp CrEate & Wter o iderify the MAC Liver frarme by specihang dt least ore conaition bsiow, 1F muttols condibions ans
=l Mabvancod Setup specifiod, o of them tao offect, Sk “apoky™ fo = and activatn the for
AN
o :t';'.:_ Provtocnl Typa: vl
L
e Ll Destration MAC Addres
=3 I* Fllinriag
] yalng Srirrs MAC Addrem
] newming
] MALC Filting [ — LA A=riat] =
L] Parental Contral
| :—Jj::l::l::m Swrvice Wik Irteilaes (Confgured] in Brdoges imode only)
= __]iﬂ::L F select i
L7 Part Mapplng F b T 0 s
it ) Wirninss
L] INagnuslics
&) anagemuonl = Iy

ASUS 4-Port Wireless Ethernet Router

User Manual 32
Version 1.0
Document #: BD-AU0014-10



After you save the settings, a screen showing the settings will

appear. On this screen you will be able to view and delete MAC
filtering rules.

Parental Control
In a home setting, parents can also restrict the day of the week

certain computers can access the router. Click on Add to set up
the restrictions.
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After you click on Add, you will see the below screen. You will be
able to enter the MAC address of the PC that you wish to place on

a time of day restriction. Click on Save / Apply to save the
settings and to continue.
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| Quality of Service

You can configure the Quality of Service to apply different
priorities to traffic on the router.
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On this screen you can view and delete QoS settings.
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| Routing

Default Gateway

You can enable automatic assigned default gateway on the
Routing - Default Gateway screen. As default, the box is checked
for automatic assigned default gateway to be enabled. Click the
Save / Apply button to enable or disable this feature.

b I
£ 1 Dewiee Info
] Quick Sutup
4 Arhvanend Sniug
1 wan
JLAR
1] HAT
=4 Irmweall
-] 1P Filinaimg
L1 MAC FiMuiing
1 Paramial Contoul
1 Dusling o Sarvice
= ied Houting
_] Dufsuln Gatiway
L Stasic Fuoute
L1kIP
H] NS
~JADSL
7 an Mapping
= Wil
L] Dlagnesiles
E I Managemaeiil

Static Route

Use the Routing -

routing table.

EwWalcome
4 1 Dwvice Info
1 Quick Setup
=1 Advanced Sebup
L1 WAN
=] LAN
# 1 MAT
— o Firmwadl
+ 1 1P Filtaiing
U MALC Filtaring
L1 Parental Contiol
L QGuality of Sarvica
- Rowting
] Detault Gateway
I Static Routs
1 Rl
# I DNS
J ADSL
2 Poit Mapphg
< 1 Wireloss
L] Diagnostics
* ] Hanagamiil

Fouting — Delalt Galeway

1 Grsabsle: Auitusmialic Assgred Delal Galwwiy checkins b adl
ehilEniy aligriment fror or Pt e ¥ g
] ¢ v, ek %
TE: | o gl i i t
e Y
= atic Asmgred

Static Route screen to add a static route to the

Houting - Static Route (A macemaem 32 entries can be configursd)

PMrestination | Subnel Madk | Galeway | Wan Interlsis  Remciae

Enter the route information and click on Save/Apply to make it
active. No reboot is required.
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L watcrene
& 1 Db Infn
[ Bulek Samip
= i Aubeancod Snhap
3 WAl
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] HAT
- Flruveal]
# C1IP Filteing
'J MALC FRtieing

Rouling — Static Routs fdd
Eeri 1ha depirrnn vk s

= e ardiy L0 e foutng Lalks

Cabrrtion MNatwod &dca

Cobwal W

. BB e, ity ASEUTR Fealabls WK mberfsce then clek "G Apoly™ b

—

—

] Paramial Contrsl
D Duslity ol Seevica
11 4 MputEng
L1 Dnfault Gainwsy
] Statip Rowin
_mp
A NHS
Jansi
0 Mo Magpiag
o 1 Wil
1 Dimynastics
& L) Managomant

I s Gatawiy B Sddat

—

[orpon_14_40_tipgp_14_40_1 =]

Sasuligply

F s |nferisos

RIP

If RIP is enabled, the router operation can be configured as active
or passive.

Wk i
# | Bawlce Info
1] Oulck Sovap
= Arhvancod Sensp

Rruiting — RIP ConBguration

T sl RIP for o chivicn, soloct T Eraablod” racko butlon for Gobal A3 Mode. To configueo: an ndidul nberfac,

spioct tho dested AIF werson and operation, folowd by placing 3 check n the - Erabled” checkbos: for the intorface. Chds
] Wi e gy’ LREnn B oren i erhguRbew, aned B KRR ot D nanend o thi Clabal B9 e sees bl
LILAK

& CIMAT Global RIP Mode © Dssbied T Engbiod

=l Flrowall
# 11P Filting

Drvinrfaon « WPEIAVER Werion
Y MALC Filaring [ LA I T W
' Parnmtal Conersl <
L] Dualitg of Sprvice
=4 Aaarting
U Dulsiilt Gatoway

:g Satic Moute
L
= _10MS
L} ADSL
L Pt BMapping
o ] Wi b
I hilagnosties
#-|_| Management

Tmoration _ Enatilesd|
Actve ¥ T

poo_14_d43_1 l«.'-lcl 2 % Passivo = I |
sl

| DNS

DNS Server

Use the DNS Server screen to request automatic assignment of a
DNS or to specify a primary and secondary DNS.
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= Wecome D Serwer Conligur ation
= ] Bevice lnfo
N Oufich Selup
= Mdhvantsd Satup
L1 WaAN
L

L] Ouality ol Sanvics B Bl Aulnmalic A
&= | Aowilng
= [NS
_] DS Setewi
| Dynamic (HTS
L] AlEL
L1 Pomn Mapping
T
1 MHngrmsezics

] Mansyoment
Ses

If the automatic assigned DNS checkbox is not selected, then
enter the primary and secondary DNS Server IP addresses as
illustrated below.

L weicieme A Sorver Configuration
= 1 Dawice Info
L] ek Samip IF Wriadle Mtrrnab dcciaprased D00 chnhbutn 1a
= Advancad Satsp v of e EOPeA, DOPRE or MR CHCD ratis Dy
T WA

& _:: II.\‘:': configuration. Yo must neboot the router 1o makeg: the nee configuration offoctve

\orind, ey fhe primary and opoonal seoorcany DS server P aconesses: Click Sane’ faition 1o s=me e rew

I Firmwesll
___] Oualiny &l Senden T Pk duunate fesrs Db
% | Reousing
-3 DS
L] DHS Surver

_| iymamie ONS ramary DG sy

D ans

Ly 1 Por Mapping SoCorvlry DINS o
= ) Wiinluis
_] Oispnsiie

= I Managnmnni
Capn

Dynamic DNS

Dynamic DNS (D-DNS) allows you to have your own permanent
domain name linked to your dynamic IP address. To configure a
dynamic DNS, click on Add. If you have already created a
dynamic DNS that you want to delete, click on Remove.

5 Wetioome [Dhyinaimic: S
= ) Dovice Info
L] Quick Setap Tha [hvrami S service Akmes o B alEs a dnas
7 Abvanend Salugp il , c
o) A
“J LAN . - 5 ==
& T RAT v Aok o B o cordigues Cynamic DhE
&1 1 Flrwwrall
o Quailty of Servico Pawbname | Usermmme | Service | Interfece | Remie
41 Haniting)
=11k
1R Sarear

_ 1 rynamic DHS
_J ADSL

] Pt Mapping
F i Wirnlnss

L1 Blagnesilcs
£ ) Managemeni

The below screen allows you to set up the Dynamic DNS
provider. Note that you will have to first register at the Dynamic
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DNS site that you wish to use. Select from either DynDNS.org or
7Z0. Then enter the hostname and the interface that you want to
establish the D-DNS address to. Enter the username / password
for the D-DNS account that you have signed up for and then click
on Save / Apply.

& welcome Add dynamic DDNS
#-(] Device Info
[5] Quick Setup

2 ‘2 Advanced Setup This page allows you to add a Dynamic DMS address from DynDNS.org or TZ0,

~[] waN
1 LaN
- m-INAT D-DMS provider |DynDNS.0rg vI
- = Firewall

=] Quality of Service

-1 Routing FRsanE

= %qg o Interface Ipppoe_1 4_40_1/ppp_14_40_1 ~|
: o erver
(e ¥
g AJD gf“am'c s DynDNS Settings
[ Port Mapping Usernarme I
-] Wireless Password |
~[] Diagnostics

-] Management

Save/apply |

| ADSL

There are three major items in the ADSL settings:

Modulation Methods

Six modulation methods for different linking speed are supported
by the 6211 ADSL router: G.Dmt Enabled, G.lite Enabled, T1.413
Enabled, ADSL Enabled, Annex L Enabled, and ADSL2+
Enabled. Set this value only as directed by your ISP.

Phone Line Pair

The 6211 ADSL router supports phone lines on pins 2 and 3 or
pins 1 and 4 to connect your ADSL line. If your phone system
uses pins 2 and 3, attach a normal RJ11 cable to the router and
select “Inner pair” on the screen; if your phone system uses pins 1
and 4, attach the phone with the supplied RJ11 cable and select
“Outer pair” on the screen.

Capability
Do not change these settings unless directed by your ISP.
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http://www.dyndns.com/
http://www.tzo.com/

DSL Settings

{& welcome
#-_] Device Info ;
..... [ Quick Setup Select the modulation below,
143 Advanced Setup ¥ G.Dmt Enabled
] WAN
‘FLan W G.lite Enabled
I NAT
L1 Firewall ¥ T1.413 Enabled
‘] Quality of Service
E] Ruutinwg ¥ 40512 Enabled
DNS W annexl Enabled
[ Port Mapping W ADSL2+ Enabled
-] Wireless
----- [ Diagnostics W annex DISAELED
#-_] Management

Select the phone line pair below,
& Inner pair

" Duter pair

Capability
¥ Bitzwap Enable

[T SR4 Enable

Savefspply Advanced Settings

DSL Advanced Settings

The test mode can be selected from the DSL Advanced Settings
page.

Test modes are as follows—

Normal
Reverb
Medley
No retrain
L3

i1 welcome DSL Advanced Settings
-1 Device Info

~[1 Quick Setup Select the test mode below,
-2 Advanced Setup

[ waN

Lo LAN & Normal

& NAT

®- (] Firewall € Reverb

-[F] Quality of Service

=] Routing bRy
-1 DNS Mo retrain
:[F] ADSL
: ] Port Mapping 3
#-[] Wireless
-[] Diagnostics

#-] Management
Apply Tane Selection
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Tone Settings

The frequency band of ADSL is split up into 256 separate tones,
each spaced 4.3125 kHz apart. With each tone carrying separate
data, the technique operates as if 256 separate modems were
running in parallel. The tone range is from 0 to 31 for upstream
and from 32 to 255 for downstream. Do not change these settings
unless instructed by your ISP.

; http://192.168.1.1/adslcfgtone.html - Microsoft Internet Explorer

Vo M1
Wi W17

Waz Waz
W4z V40
Va4 Was
Wao Wel
Was Moz

V2 W3
Wig V19

W34 Was
Wso Ws1
Ve Wa7
Va2 a3
Wog Wag

V4 W5
Voo V21

Was Va7
W5z Vsa
Weg Va9
Weq4 Wes

=101 x|

ADSL Tone Settings

Upstream Tones
WMe W7 Wa Mo WMio
W WMoz Wz4 Was Wag
Downstream Tones
W3 Wza Wan W41 Waz
W54 Wss Waoa Ws7 Wes
M W71 Wiz W73 W74
Was We7 Wes Wao Wao

Vi1 Mz
W27 Wza

W4z W44
Wso Moo
V7 W76
Wo1 Waz

V13 V14
Wz Wan

a5 ¥4an
Wa1 Maz
W77 W7a
Va3 Waodq

M 15
¥ 31

¥ 47
W a2
¥ 73
Was

100 101 W 102 W 103 ¥ 104 W 105 W 106 ¥ 107 W 108 W 109 ¥ 110 W 111

Chedk all | Clear All I Applv' Closel

M1z 112 W 114 M 115 M 116 W 117 W 118 W 119 ¥ 120 W 121 W 122 ¥ 123 W 124 W 125 ¥ 126 ¥ 127
W iza ¥ 120 W 120 W 131 W 132 W 123 W 134 W 125 W 135 W 137 W 138 ¥ 130 W 140 W 141 ¥ 142 W 143
[ 144 ¥ 145 ¥ 146 ¥ 147 ¥ 148 ¥ 140 W 150 ¥ 151 ¥ 152 ¥ 153 ¥ 154 ¥ 155 W 156 W 157 ¥ 158 ¥ 159
W10 W16l M 162 ¥ 163 W 164 ¥ 165 W 166 W 167 W 168 W 160 W 170 W 171 W 172 @ 173 ¥ 174 ¥ 175
Wiz W i77 M iraW 17aW a0 W 1g1 W 1a2 W 193 W 184 W 185 ¥ 186 ¥ 187 M 188 W 120 ¥ 100 ¥ 191
W 1092 ¥ 102 ¥ 194 ¥ 195 ¥ 196 ¥ 107 ¥ 198 ¥ 199 ¥ 200 W 201 W 202 W 203 W 204 W 205 o206 W 207
W zng ¥ 200 Wzi0 W 211 W21z W 213 W 214 W 215 W 215 W 217 W 218 W 210 W 2e0 W 221 Wozze W 2zz
Wl 224 ¥ 225 W) 226 ¥ 227 ) 228 W 229 I 230 W1 221 ¥ 232 W) 233 ¥ 234 W) 235 W1 236 W) 237 ¥ 238 W 239
V240 W 241 ¥ 242 ¥ 243 W 244 ¥ 245 W 246 W 247 ¥ 248 ¥ 240 ¥ 250 W 251 W 252 W 253 ¥ 254 W 255

| Port Mapping

Port mapping is a feature that allows you to open ports to allow
certain Internet applications on the WAN side to pass through the
firewall and enter your LAN. To use this feature, mapping groups
need to be created. To do this, follow the below instructions—

1. Click on the Add button as displayed below.
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= Waicomn Port Mapplog — A masimom 16 enviries can be confiqured
# L) Dervicu Infe
L] Guick Setap

: i Fort Mapping supports muURiple port io PV and bridgng groups. Each grougs sl periorm s -an incenendant retwork
B Advanced Sebup Tangport Hi fEnre, @ st rRAE mapnng oroaups wWilh apprepriates LAN and WAN rherfares g e Add
LAN Lnattory. Thes Fprvaonss Bt will s B groapineg ared sdd $a unepoupsed inderfacss & B Dl l groops
@ 1 HAT
1 Fiawaeall T Prusbrle virtial ports on 2501
) Cunfity of Senden
& ] Rnuiing
W ]S
! AlISL Kiroug Mo | Iriber feoos | I Srwgrineg | Bimcnns | Eciit
# ) Winslrss Dl LANTL-4) rlnd_0 S, Wiredess | N Ede
1 Disgeosics | ]

# 1 Managsmani

ﬁl wum-l

2. After clicking the Add button, the below configuration

screen appears, allowing you enter the groups and the
interfaces they are associated with.

[!_Hlltumu Pt Sy Colgeation
i ] 1 T
Oulck Sedup To PRI 3 W Mg oG
= i Agvanged Sohp 1. Ervier e Grovg nams and neleet erterterey hom (e pualibls Fietacs i and asd @ bn e proune mTertace ik g
LI WAN
ﬂLﬁN i aimowd Bittons 1o meahe the remied miooing of thi porte. Thi groun Aafms: must Bo oLt
al ] HAT ety o
15 51 Eirmsaa) F., Ok SaemiApeiy button tn mabks the changes sfeciva mmmeckatel
;_l E:':"T al tiendoe watn that the selected interfaces will bo removed Bram ther existing groups and added B0 e new groun.
= ] Roufing
i 1 DS
L1 ADSL Laremips Ramn;
L1 1*art Maqping
# C1vuelns ™ Frable I8 Snooping
Diagmostics
4] Managument Memmiped [nkerfaces Availainle Tnterlares
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Wireless

This section allows you to configure wireless settings on your
router.

| Basic

The below Wireless - Basic screen lets you enable or disable
wireless. The default setting for wireless is enabled. You can

also hide the access point so others cannot see your ID on the
network.

——

1 Weloome Wirslpo - i
i 1 Dwwice bnle T
B Chulek Satap P puage i b ot e st of 1R e s 14 PEBITICR. ¥OU Ea arubls o Hibls tha s LAY
3 Advanced Semp nerfact, Fade Hho etwin oM St Soand, 568 tha ¢ et e { Al o e :
L1 WAN
LJLAN
= L] AT _
=] Fliewahl . Erutse Wi
T Qiaakity of Service
=\ Rowilng
=1 DHS
7 ADSI grr  f
1 Fon Eapping
= Wirsless
I iawic
) Snewmitty
o) BAAT Filmr
] Wirnlnm Hridgas

) Mabwamens 20y
L Slafiun Inle
] Dlagmostics
o 1 Mansgement

; ey LN NpuE]
risy: [ALL =

| Security

The next screen is the Wireless - Security screen which allows
you to select the network authentication method and to enable or
disable WEP encryption. Note that depending on the network
authentication that is selected, the screen will change accordingly
so additional fields can be configured for the specific
authentication method.

Network authentication methods include the following—

e Open—anyone can access the network. The default is a
disabled WEP encryption setting.

e Shared—WEP encryption is enabled and encryption key
strength of 64-bit or 128-bit needs to be selected. Click on
Set Encryption Keys to manually set the network encryption
keys. Up to 4 different keys can be set and you can come
back to select which one to use at anytime.
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802.1X—requires mutual authentication between a client
station and the router by including a RADIUS-based
authentication server. Information about the RADIUS
server such as its IP address, port and key must be
entered. WEP encryption is also enabled and the
encryption strength must also be selected.

WPA—(Wi-Fi Protected Access)— usually used for the larger
Enterprise environment, it uses a RADIUS server and TKIP
(Temporal Key Integrity Protocol) encryption (instead of
WEP encryption which is disabled). TKIP uses128-bit
dynamic session keys (per user, per session, and per
packet keys).

WPA-PSK (Wi-Fi Protected Access - Pre-Shared Key)—
WPA for home and SOHO environments also using the
same strong TKIP encryption, per-packet key construction,
and key management that WPA provides in the enterprise
environment. The main difference is that the password is
entered manually. A group re-key interval time is also
required.

WPAZ2 (Wi-Fi Protected Access 2)—second generation of
WPA which uses AES (Advanced Encryption Standard)
instead of TKIP as its encryption method. Network re-auth
interval is the time in which another key needs to be
dynamically issued.

WPAZ2-PSK (Wi-Fi Protected Access 2 - Pre-Shared Key)—
suitable for home and SOHO environments, it also uses
AES encryption and requires you to enter a password and
an re-key interval time.

Mixed WPA2 /| WPA—during transitional times for upgrades
in the enterprise environment, this mixed authentication
method allows “upgraded” and users not yet “upgraded” to
access the network via the router. RADIUS server
information must be entered for WPA and a as well as a
group re-key interval time. Both TKIP and AES are used.

Mixed WPA2 /| WPA-PSK-useful during transitional times
for upgrades in the home or SOHO environment, a pre-
shared key must be entered along with the group re-key
interval time. Both TKIP and AES are also used.

ASUS 4-Port Wireless Ethernet Router

User Manual 43

Version 1.0
Document #: BD-AU0014-10



K veicomm winsiess — Sty
= | Devlce Info
L] Ouilck Sutuiji
i Addwamcud Sulsp
Y weam
1LaR
= ] HAT
al 1 Flrweadl
} Duraling & Sorvien
-] Foating
= 1DHS
3 ADEL
1 i'an Mapping
= i Wireless
_F asic
-] Securily WRAZ -PEY
) WA ey It 'WEAZANVES,

o Wireless Nridgn Flimead] ‘WAL VA -FIE
1 Advanced
1 Statien Inlu
L] Dlagnesties
= ) Managnmani

Cisanlad -'I

| MAC Filter

The MAC filter screen allows you to manage MAC address filters.
Add the MAC addresses that you want to manage and then select
the mode that you want to use to manage them. You can disable
this feature or you can allow or deny access to the MAC
addresses that you add to the list.

A welcome Winisiss — MAL Filter
H ;I Berwiene Inln
_'I Qulck Setup MAC Rirdricl Modkon (8 gablsd © Adow 7 Deny
=S Advanced Setup
] waN
JLAM
#- 1 NAT MAC Address | Remove
1 0 Fbreaeall
] Qualiny of Sendce

: j:}:':c““q __.-I ROk

T ADSL
] Port Mapping
- _-]'.!":I'In.-ll.-z\.
] Bastc
] Security
| AL Filter
U] Wireless Bridge
] Advancad
] Station nlo
1 Dilagnostlcs
-1 Manayament

The following screen appears when you want to add a MAC
address to the filter. When completed, click on the Save / Apply
button.
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| Wireless Bridge

In this next screen, you can select which mode you want the
router to be in, either access point or wireless bridge.
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| Advanced

Advanced features of the wireless LAN interface can be
configured in this section.

Settings can be configured for the following—

AP Isolation—if you select enable, then each of your
wireless clients will not be able to communicate with each
other.

Band—a default setting at 2.4GHz - 802.11g

Channel-- 802.11b and 802.11g use channels to limit
interference from other devices. If you are experiencing
interference with another 2.4Ghz device such as a baby
monitor, security alarm, or cordless phone, then change the
channel on your router.

Multicast Rate—the rate at which a message is sent to a
specified group of recipients.

Basic Rate—the set of data transfer rates that all the
stations will be capable of using to receive frames from a
wireless medium.

Fragmentation Threshold—used to fragment packets which
help improve performance in the presence of radio
frequency (RF) interference.

RTS Threshold (Request to Send Threshold)—determines
the packet size of a transmission through the use of the
router to help control traffic flow.

DTIM Interval—-sets the Wake-up interval for clients in
power-saving mode.

Beacon Interval—a packet of information that is sent from a
connected device to all other devices where it announces
its availability and readiness. A beacon interval is a period
of time (sent with the beacon) before sending the beacon
again. The beacon interval may be adjusted in milliseconds
(ms).
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e Xpress Technology—a technology that utilizes standards
based on framebursting to achieve higher throughput. With
Xpress Technology enabled, aggregate throughput (the
sum of the individual throughput speeds of each client on
the network) can improve by up to 25% in 802.11g only
networks and up to 75% in mixed networks comprised of
802.11g and 802.11b equipment.

e 54g Mode- 549 is a Broadcom Wi-Fi technology.

e 549 Protection--the 802.11g standards provide a protection
method so 802.11g and 802.11b devices can co-exist in the
same network without “speaking” at the same time. Do not
disable 54g Protection if there is a possibility that a 802.11b
device may need to use your wireless network. In Auto
Mode, the wireless device will use RTS/CTS (Request to
Send / Clear to Send) to improve 802.11g performance in
mixed 802.119/802.11b networks. Turn protection off to
maximize 802.11g throughput under most conditions.

e WMM (Wi-Fi Multimedia)—feature that improves the your
experience for audio, video and voice applications over a
Wi-Fi network.
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| Station Info

The Station Info page shows stations that have been authorized
access to the router through its wireless function.

@.W&Icume Wireless — Authenticated Stations

-1 Device Info

IQ Quick Setup This page shows authenticated wireless stations and their status
‘2l Advanced Setup

o] wAN

.[7] LAN |BSSID ‘Assnciated Authorized

A NAT

1 Firewall
-[F] Quality of Service Refresh |
7-] Routing
CIDNS
D ADSL
--[F] Port Mapping
= Wireless
- L[] Basic
D Security
--[] MAC Filter
--[] Wireless Bridge
-] Advanced
- ]/Statian Info
~-[] Diagnostics
#-_1Management
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Troubleshooting—Diagnostics

The diagnostics screen allows you to run diagnostic tests to check
your DSL connection. In addition, you can test the connection to

your DSL service provider.

v PP, 14401 Diagnostics
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Test ATM OAM S end-to-ond pirg: FARL a1 1]

Test ths cormection to your Internet serdce provider

Tost PRP snrenr connoetinn: FARL Holp
Test autbimbcaton with 159 A e
Test it asslgned 1Y arfdress FAD Holg
Py il gty ran (i)
Mirey prrimary Dinmain o Gerves: PARS  Holp

E
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Management

The Management section gives you access to certain setups for
the purpose of maintaining the system, including backing up the

configurations, viewing system log, maintaining access control,
updating software, etc.

| Settings

Backup Settings

To save a copy of the configurations that you have made on your
router, click on the Backup Settings button.

= Wisicomae
J Dirvica Info
L] Qulek Seiup
i Adwanced Setup
] WaN
Ll LAN
) HAT
wi ) Firanaall
] Quality of Service
# L1 Mautlng
S 1] 1
L] ADSL
] Pan Blapping
T Winnless
1 Diagnostics
=l Managemaon
= Serings
I Backup Suttings
U] Hestore Uk Sntlings
L] Restore Defaul
L] Sy=tam L ag
] SHMP
] Internet Time
¥ Access Conbiol
] Uprdate Softeran
] Reboot Boute

Gattings - Dackup

Baclup D50 nouter configuration

The below pop-up screen will appear with a prompt to open or
save the file to your computer.

ASUS 4-Port Wireless Ethernet Router

User Manual 50
Version 1.0

Document #. BD-AU0014-10



File Download x|

Some filez can harm your computer. [F the file information belos
lookz zuzpicious, or vou do not fully trust the zource, do not open or
zave thiz file.

File name: backupsettings. conf
File type:
From: 192.168.1.1

"Whould you like to open the file or save it to pour computer?

Open | Save I Cancel tare [nfo

¥ Always ask before opening thiz bwpe of file

Restore User Settings

To restore saved settings, select Management . Settings —
Restore User Settings. Then select the backup file you want to
restore and click on Update Settings.

E welcome Toods - Update Settings
- : eies bl
1 E"I”l'k 9“‘;-'_];' Lipdate DSL router =ethngs. You may Update your router settings Using your saved files
= Advancad Satup

:I']LW;;‘H Sadbruys il Mo H“Ll

F-_ HAT

£ ] Fleewall
[ Quality of Service

£ ] Routlng

+- "1 DNS
18051

1 Mot Mappling
-1 Wireless
1 Magnostics
=3 Managament
- _-]ﬁ_u:lliu.l;:.
] Backup Senings
_] Restore User Senings
| Hestore Defauh

1 Systam Log
L SHmp
7 Intemet Time

-] Access Contral
N Update Soltware
1 Raboaot Routar

L Lty Sastbirn i

The router will restore settings and reboot to activate the restored
settings.

Restore Default

Restore Default will erase all current settings and restore the
router to factory default settings. To restore the router to factory
default settings, select Management - Settings — Restore Default.

ASUS 4-Port Wireless Ethernet Router

User Manual 51

Version 1.0
Document #: BD-AU0014-10



Reply OK to the confirmation dialog.

Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults,
Advanced Setup

-] WAN
[ LAN
-] NAT Restore Default Settings
&1 Firewall
[ Quality of Service
#-] Routing
-] DNS
D ADSL

5] Port Mapping
&[] Wireless
--[] Diagnostics
£+ Management
1 Settings
[5] Backup Settings
D Restore User Settings
: 1 Restore Default
- [F] System Log
D SHMP
[ Internet Time
#-1 Access Control
[ Update Software
“~[] Reboot Router

Microsoft Internet Explorer x|

@ Are wau sure you wank ko restore Fackary defaulk settings?

(a4 I Cancel |

The router will restore the default settings and reboot.

| System Log

The System Log dialog allows you to view the System Log and
configure the System Log options.

To view the System Log click on the View System Log button to
check the log file.
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1= Wuicome System Log
&) Device Info
] Quick Setup The Syvtem Log dhakog alloe o to v e Sretem Log e configure the Sritsrn Log optiors
B Advanowd Setup
[ wan
LTLaN
1 HAT
) Fhrawall Click “Configurs Syviem Log™ o confioure v System Log opbons
L] Oualisy of Sence
# ] Rousting
CIDNS
A ADSL
2 Port Mapping
& 2 Wireless
L] Diagnosilcs
=4 Managemam
= 4 Senings
U Backup Sanings
) Restore Beor Seftinge
L] Rastore Dealauh
1 Systan Lag
L] SHmpP
L bivdemant Thime
=) Accass Cantrol
L lipdate Satbaars
1 Rebsoot Route:

Click 5w Syamm Lag® 10 vt the Syetam Lo

e Sysinm Log [ Confiprm Sysimm Log

Below is a view of the System Log.

23 hitp://192.168.1.1/Iogview.cmd - Microsoft Internet Explorer

File Edt Miew Favorites Tools  Help ¢
System Log
_- Date/Time :-.Fal:ilit_y_.Severitt,'__. Message
Jan 100:00:15|syslog |emerg  BCMOA34S started: BusyBay v1.00 (2005.08.26-12:06+0000)
Pan 100:00:21 juser  |crit fkernel: ADSL G992 started
[Jan 1 00:00:26 user it §|<_erne_|_: ADSL G,992 charnel analysis
|Jan 1 00:00:28user  |crit [kernel: ADSL link up, fast, us=800, ds=B000
{Jan 1 00:00:54 user  |orit ékernel: 0AM loopback response not received on WPLACT 14/40,
{Jan 1 00:00,55 user [erit lkernel: 0aM loopback response not received an WPLACI 14/40, |

Configure System Log

If the log is enabled, the system will log selected events:
Emergency, Alert, Critical, Error, Warning, Notice, Informational,
and Debugging. All events above or equal to the selected log
level will be logged and displayed.
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Winle e
) i Biile
Y Dwick Setup

fywtpm L -~ Conliparation

= W & B S~
- Adfuanend Salug sl 1o o nakcied i it
—.“'_ILT will b dpfayed. B the solocio or '8 46
[T HAT port of the remote syslog server. If e ssleoed mod
¥ 1 Firewall
L] Chualihy of Sarvics St B cherind vk o click Swfipply’ 1 confrpr X
= __I Roarlmg
= CI0NS F Dimabin & Erabls
LJADSL
] Poit Mapping o
i ] Wirnless Loy Ll Dabgging

1 Hagnomie t Laoval Ermor
=2 Management s -
= j Sostlngs s Lo ]‘
1 ackaij Setings
) Marstoia Ueer Semings
1 Mastingm Dndnisdl
] Syneeam Log
L] SHmP
L] Imtmenet Time
& ) Access Costiol
1 Update Sultwirs
L] Ralbogd Houlag

Lelle

If the selected mode is “Remote” or “Both”, events will be sent to
the specified IP address and UDP port of a remote system log
server. If the selected mode is “Local” or “Both”, events will be
recorded in the local memory. Select the desired values and click
on the “Save/Apply” button to configure the system log options.

| SNMP

SNMP is Simple Network Management Protocol that provides a
means to monitor status and performance as well as set
configuration parameters. It enables a management station to

configure, monitor and receive trap messages from network
devices.

= Wekcoma
¥ 1 Devlen Infe
L Owlck Soiugp
- Advanced Selup Fai T sk i B devic
] WAN
] LA

SN - Conllguration

o [T1NAT lect the desred vl and click "Apply®
w2 Flirew il
] Guality of Survice HHFP agent & Dsabie T Erabis
= Raaitimgg
- _IDH5 Basd Commns
) ADEL L I |

] Padt Mapping at Commurit |: .
] Wirnhess
1 Mlagnomics Fham ama

= i Management

= 1=3 Satlings pwlim Localion Ii
_ Hackup Setings =t o Ii

] itewtare L Sahings ks ¥
) Restare Dufaul Ll el el

L] Systwin Log

& imP T

1 lmingnat Tims dakas

= A Accoss Comral
L] Upsdate Softwiaii
1] Habinei Rowior
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| Internet Times

The Time Settings page allows you to automatically synchronize

your time with a timeserver on the Internet.

& welcome Time settings

#-] Device Info

--[7] Quick Setup

=42 Advanced Setup
] WAN

[ Quality of Service
1 Routing
C1DHNS
-] ADSL

-] Port Mapping
-1 Wireless
D Diagnostics
=i Management

=i Settings
i--[] Backup Settings
|7] Restore User Settings
D Restore Default
[] System Log
[]SNmMP
71 Internet Time
-1 Aceess Control
<[] Update Software
-] Reboot Router

If you choose to automatically synchronize with Internet time
servers, then click on the box and the below fields appear.

This page allows you ta the modem's time configuration.

.[] LAN [T sutomatically synchronize with Internet time servers

Savefapnly |

Select from the list of NTP (Network Time Protocol) time servers.

Then select the time zone that you are in and click on Save /

Apply to save and complete your time settings.

1= walcoms Time settings
s Device Info
1 Quick Selup
= Advanced Setup
j!g:;r F agtmate abe syredvonice w i Jvterrel, (ome ser v
= 1 MAT

This page aficws you o ihe modem’s time configuraion

. ;lj;ilnr:rrl = First NTP time server |.‘..-_--_p v iz ot jl
uality of Sondoe

# Routing Secornd NTF time ssryer |r'ur"'- jl
& C10NS
] ApsL

o Ponl Mapping bl
w1 Wireless
] Hlagnesiics
=24 Management
= 3 Sottings
] Backup Sentings
o] Restare Lsar Sefings
] Restone Defaul
] System Log
L] SHMP
) Internet Time
& L] Acewss Contrel
2 Update Sofrwam
L1 Rahooi Rowbar

|[ﬁ.hl"'-1:" ) Intarnatonal Dasn Lisg YWiest
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| Access Control

You can enable or disable some services of your router by LAN or
WAN. If no WAN connection is defined, only the LAN side can be
configured.

Services

Services that can be enabled / disabled on the LAN / WAN are
FTP, HTTP, ICMP, SNMP, SSH, Telnet, and TFTP.

& welcome Access Control -- Services
#-("] Device Info

-[] Quick Setup A Service Control List ("SCL") enables or disables services from being used.
Advanced Setup

Wireless
-[] Diagnostics
1/ Management

1 Settings Service |LAN WAN
-] System Log
[ sump FTP I Enabled | [T Enabled
~-[] Internet Time
3 Access Control HTTP | ¥ Enabled | T Enabled
. ~['Services
=[] IP Addresses ICMP | ¥ Enabled | ¥ Enabled
. [ Passwords
H Update Software SNMP | M Enabled | T Enabled
] Reboot Router
S5H W Erabled | [T Enabled
TELMNET | M Enabled | [T Enabled
TETR 53 Enabled‘ " Enabled

Apply |

IP Addresses

Web access to the router can be limited when Access Control
Mode is enabled. The IP addresses of allowed hosts can be
added using Access Control - IP Address.

Add the IP address to the IP address list by clicking on the Add
button, then select “Enabled” to enable Access Control Mode.
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L walenmn Arcess Domtend - B Adeiepas
4 1 Device Info
1 Dulck Seup The [P s &romss Corrnl made, if pnakiod, pormT Acmes in sl management servces fom [F adns
& ] Advanzad Smiup
= Wireloss
] Diagmostics
_iH_uulqzruunl
i ) Surminga hcrsch Cordrol Mot Digabied © Erabied
1] Symimm Log
BRI
T Inférned Thma
A Aictess Cojitisl i Auldress | Hiosmiea
] Swricws
1 Adddrmuses

1 P asswmnds ]
1 Update Sofesars J
1 Rubaot Routuey

cortained in the Acooss Comirod List, [F the Accose Coninod mode i disabled, e gysieen will nol waida® I adronoes

for incoming pacietz. The services. are the systom applications keiod in the Servioe Conrod Let

To assign the IP address of the management station that is
permitted to access the local management services, enter the IP
address in the box and click on the Save / Apply button.

= Winicoime Acgrss Control
o | Davien Infa
] Omick Sniap Enter e i sires of S marec mend S5eon e i oces P ool manasgume? verviess, vl O
+- ] Bdvanced Setugp gk
5 Savefapply
1 Wirehess

L] agnustics

= Mamagament I ke

= ) Satliniie

1 Symfum L
& i et ity

] bevtrmment Time
——3 Access Conlral
1 Services
[ [LJ N I——
L Passwarids
L] Uped ate Softwaia
L] Aebost Aoutay

Passwords

Access the Passwords screen under the Access Control section
to change a password. Select an account and enter the current
password and the new password and then click on the Save /
Apply button.

1 winic i Access Control - Passwords
1 Dnvien Infe
) Ousick Satap ACopss I your DSL rout & 0oniosed frough thoes U a0counts adimnir, SUpport. and L
w | Aalvamced Selup
2 :'II\[:.:L::::IW Th Lgse namd "adnin® has uretiricied So0esd o changs ard visw configuraban of vour DL Rocier
-1 Manayemani
¥ ) Sarings The Lser rasime "spod ™ & weed B alow a0 5 i en st piar U5 Router for marrisnarccs and i s
L System Log thaginte
] EHMP
L1 It Time The Lesr rama “imer” can accees B DGL Rouser, view configurabon seitrgs and etatites, @ wall . st o
2 C
=3 Acces Cumiiol 3RS aitw AR
) Sardicas
--,::FIPAU"'::H W e Pk bt 10 e wp o 16 characions and click “Appty® o change or ooats passwrds, Note; Fagewond

L] Update Softwar IO K S A S e
U1 Aebost Ruatan
izarrama h-;
il Passwiorm
Hve Bisicawerid
“erds m Pasywer o

SaveAoply
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| Update Software

If your ISP releases new software for this router, follow these
steps to perform an upgrade.

1. Obtain an updated software image file from your ISP.
2. Enter the path to the image file location or click on the
Browse button to locate the image file.

3. Click the Update Software button once to upload the new
image file.

= Weicome Tools — Update Baftware
# I Dusic Indn
] Gulck Satup
=L Adwancod Sotip
P jﬁ;ﬂ“il St 2t Eror i paths i o eviage ik eaton n e bon bekew or ¢lek the Brewso® bution o oeau i
A Managamnni
W 1 Smltings Steg X Chok: M Uidile Soffears® busion once 1 upioed e ey arge ik
) Systnm Log
] s REITIL Thes gkt o cacsines: tikeses bt st 32 (roic st ©
_JlIntemeat Time
A Boress Continl

7] Survicen altwears Il Hamai | Brerwss.

Btop 1t Cbtan an updsted softwars image fio fom your 1589

L] IF Addressos
_] Passwnids
gt Software

1 Raliaot Routsr

| Reboot Router

Select Management - Reboot Router to reboot the router using
the web interface. The router will save the current configuration
and reboot itself using the new configuration.

1 Whlcueme
1 Dovice Infe
] Ouick Senp
i _1Advanced Semp S
a1 Wiraless ezt
) Diagnomics
= Managumeni
-1 Senings
] System Loy
ERT L
] Imtgrnet Tima
¥ ] Access Control
| Update Solterain
| Heboai Hoiwter

Click th button below ta save and reboot the router.
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