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Product Overview

Package Contents

This product should contain all of the below mentioned items within its packaging:
e One DSL 225 11N VDSL2+ Wireless Router
e One Power Adapter e SR D S R el
e One Printed User Manual (in Hebrew)
e One RJ-11 telephone cable
e One CAT-5 Ethernet cable
e One Quick Installation Guide 8
If any of the above items are missing, please contact your reseller. £
Note: Using a power supply with a different voltage rating than the one included with

the router will cause damage to this product and void the warranty for this product. i »

System Requirements

Network Requirements: e 10/100Mbps Ethernet Adapter.
o IEEE 802.11 b/g/n Wireless Adapter
Web User Interface Requirements: e Windows®, Macintosh, or Linux-based Operating System.
o Internet Explorer 7 or higher, Firefox 3.5 or higher, Safari 4 or higher, or
Chrome 8 or higher.
Internet Requirements: e VDSL Internet Connection Service from an ISP.
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Features

o Faster Wireless Networking - The router provides up to 100Mbps* for the 2.4GHz band wireless connection with other 802.11n wireless clients. This capability allows
users to participate in real-time activities online, such as video streaming, online gaming, and real-time audio.

e Compatible with 802.11b, 802.11g and 802.11n Devices - The router is fully compatible with the IEEE 802.11b and IEEE 802.11g standards, so it can connect with
existing 802.11b, 802.11g, and 802.11n PCI, USB and Cardbus adapters.

e DHCP Support - Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP settings to each host on your network. This eliminates the need
to reconfigure every host whenever changes in network topology occur.

o Network Address Translation (NAT) - For small office environments, the router allows multiple users on the LAN to access the Internet concurrently through a single
Internet account. This provides Internet access to everyone in the office for the price of a single user. NAT improves network security in effect by hiding the private
network behind one global and visible IP address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

e Precise ATM Traffic Shaping - Traffic shaping is a method of controlling the flow rate of ATM data cells. This function helps to establish the Quality of Service for ATM
data transfer.

¢ High Performance - Very high rates of data transfer are possible with the router. Up to 100Mbps downstream bit rate using the G.dmt standard. (For VDSL2+)

e Full Network Management - The router incorporates SNMP (Simple Network Management Protocol) support for web-based management and text-based network
management via a Telnet connection.

o Easy Installation - The router uses a web-based graphical user interface program for convenient management access and easy set up. Any common web browsing
software can be used to manage this router.

o USB Support- The router provides a 3.0 USB port to easily share files and printers. The router supports a USB storage option that shares files through a SAMBA file
server and in addition also supports sharing USB printers to network members. Please note that the USB storage device is not included in this package and must be
bought separately.

*  Maximum wireless signal rate derived from IEEE standard 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Hardware Overview

Front Panel

Number Description

= =

1 Power - A steady green light indicates the unit is powered on. When the device is
powered off this remains dark. During the Power-On Self-Test this light will be
red. If this light remains red after the POST, a malfunction has occurred.

2 LAN - A solid light indicates a valid link on startup. This light will blink when there
is activity currently passing through the Ethernet port. A green light will be
illuminated for a 10/100Mbps connection.

3 2.4GHz WLAN - Steady green light indicates a wireless connection. A blinking
green light indicates activity on the WLAN

4 USB - Steady green light indicates a successful USB connection. A blinking green
light indicates activity on the USB. Dark if no USB device is connected.

5 DSL - Steady green light indicates a valid VDSL connection. This will light after
the VDSL negotiation process has been settled. A blinking green light indicates
activity on the WAN (VDSL) interface.

6 Internet - Steady green light indicates a successful Internet connection. Steady
red light indicates failed Internet connection. Dark if no WAN protocol is
configured.

POWER LANA LAN3 LAN2 LANT  WwiR uss DSL INTERNET

P12

~
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Rear Panel

Description

Number

LR
LR ]
LN J

VDSL Port - Use the DSL cable to connect to your telephone line (RJ-11 port).

Ethernet Ports - Use the Ethernet ports to connect the router to your Ethernet

LAN or Ethernet devices.

Reset Button - Press and hold the button 5 seconds to restore the device to its

original factory default settings.

Power Button - Push in to power-on the router. Push again to power-off the

router.

Power Receptor - Receptor for the supplied power adapter.

Wall-Mount Slots — Wall-mount slots to mount the router on the wall.

1
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Side Panel

Number Description

1 2.4GHz Wireless On/Off Switch Button - Please press and hold the WiFi button
for 3 seconds to turn on/turn off.
2 USB Port - Use the USB port to connect your USB device.

Page 7
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Basic Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an enclosed area such as a closet, cabinet, or
in the attic or garage.

Before You Begin

Please read and make sure you understand all the prerequisites for proper installation of your new router. Have all the necessary information and equipment on hand before
beginning the installation.

Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the router that will be stored in its memory. For some users, only their account
information (Username and Password) is required. For others, various parameters that control and define the Internet connection will be required.

Low Pass Filters

Since VDSL and telephone services share the same copper wiring to carry their respective signals, a filtering mechanism may be necessary to avoid mutual interference. A
low pass filter device can be installed for each telephone that shares the line with the VDSL line. These filters are easy to install passive devices that connect to the VDSL
device and/or telephone using standard telephone cable. Ask your service provider for more information about the use of low pass filters with your installation.

Operating Systems

The router uses an HTML-based web interface for setup and management. The Web configuration manager may be accessed using any operating system capable of running
web browser software, including Windows®, Macintosh, and Linux-based Operating Systems.

Web Browser

Any common Web browser can be used to configure the router using the Web configuration management software. The program is designed to work best with more recently
released browsers such as Internet Explorer 7 or higher, Firefox 3.5 or higher, Safari 4 or higher, or Chrome 8 or higher.. The Web browser must have JavaScript enabled.
JavaScript is enabled by default on many browsers. Make sure JavaScript has not been disabled by other software (such as virus protection or web user security packages)
that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the router must be able to connect to it through one of the Ethernet ports on the router. This connection is an Ethernet connection and therefore
requires that your computer be equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port already installed. Likewise, most fully
assembled desktop computers come with an Ethernet adapter as standard equipment. If your computer does not have an Ethernet port, you must install an Ethernet NIC
adapter before you can use the router. If you must install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.

Basic Installation Page 8
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Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet. Additional software must be installed if you are using the device a
simple bridge. For a bridged connection, the information needed to make and maintain the Internet connection is stored on another computer or gateway device, not in the

router itself.

If your VDSL service is delivered through a PPPoE or PPPoA connection, the information needed to establish and maintain the Internet connection can be stored in the
router. In this case, it is not necessary to install software on your computer. It may however be necessary to change some settings in the device, including account information
used to identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings must reside in a TCP/IP enabled device on the LAN side of
the bridge, such as a PC, a server, a gateway device such as a router or similar firewall hardware. The IP address can be assigned in a number of ways. Your network
service provider will give you instructions about any additional connection software or NIC configuration that may be required.
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Information you will need from your VDSL service provider

Username
This is the Username used to log on to your VDSL service provider's network. Your VDSL service provider uses this to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your VDSL service provider's network. This is used to verify the identity of your account.

WAN Setting / Connection Type
These settings describe the method your VDSL service provider uses to transport data between the Internet and your computer. Most users will use the default settings. You
may need to specify one of the following WAN Setting and Connection Type configurations (Connection Type settings listed in parenthesis):

e PPPoE/PPPoA (PPPoE LLC, PPPoE VC-Mux, PPPoA LLC or PPPoA VC-Mux)

e Static IP Address (1483 Routed IP LLC or 1483 Routed IP VC-Mux)

e Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC Mux)

Modulation Type
VDSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies. Some users may need to change the type of modulation used for
their service. The default DSL modulation (Autosense) used for the router automatically detects all types of VDSL, VDSL2, and VDSL2+ modulation.

Security Protocol

This is the method your VDSL service provider will use to verify your Username and Password when you log on to their network. Your router supports the PAP and CHAP
protocols.

VeI

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with the Virtual Channel Identifier (VCI) to identify the data path
between your VDSL service provider’'s network and your computer. If you are setting up the router for multiple virtual connections, you will need to configure the VPI and VCI
as instructed by your VDSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web management interface.

vel

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with the VPI to identify the data path between your VDSL
service provider’s network and your computer. If you are setting up the router for multiple virtual connections, you will need to configure the VPI and VCI as instructed by your
VDSL service provider for the additional connections. This setting can be changed in the WAN Settings window of the web management interface.
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Information you will need about this Router

Username

This is the username needed access the router's web management interface. When you attempt to connect to the device through a web browser you will be prompted to enter
this username. The default username for the router is “Admin”. Alternatively, you can also try “user”

Password

This is the password you will be prompted to enter when you access the router's web management interface. The default password is “Admin”. Alternatively, you can also try
“‘user”

LAN IP Addresses for the Router

This is the IP address you will enter into the Address field of your web browser to access the router’s configuration Graphical User Interface (GUI) using a web browser. The
default IP address is 10.0.0.138. This may be changed to suit any IP address scheme the user desires. This address will be the base IP address used for DHCP service on
the LAN when DHCP is enabled.

LAN Subnet Mask for the Router
This is the subnet mask used by the Router, and will be used throughout your LAN. The default subnet mask is 2565.255.255.0. This can be changed later.

Information you will need about your LAN or computer

Ethernet NIC

If your computer has an Ethernet NIC, you can connect the router to this Ethernet port using an Ethernet cable. You can also use the Ethernet ports on the router to connect
to other computer or Ethernet devices.

DHCP Client status

Your VDSL router is configured, by default, to be a DHCP server. This means that it can assign an IP address, subnet mask, and a default gateway address to computers on
your LAN. The default range of IP addresses the unit will assign are from 10.0.0.139 to 10.0.0.254. Your computer (or computers) needs to be configured to obtain an IP
address automatically (that is, they need to be configured as DHCP clients.)

Once you have the above information, you are ready to setup and configure your VDSL router.
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Device Installation

The router connects two separate physical interfaces, a VDSL (WAN) and an Ethernet (LAN) interface. Place the router in a location where it can be connected to the various
devices as well as to a power source. The router should not be located where it will be exposed to moisture or excessive heat. Make sure the cables and power cord are
placed safely out of the way so they do not create a tripping hazard. As with any electrical appliance, observe common sense safety procedures.

The router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if you need to view them for troubleshooting.

Power on Router

The router must be used with the power adapter included with the device.
1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the router and plug the adapter into a suitable nearby power source.

2. Press the Power button into the on position. You should see the Power LED indicator light up and remain lit.

3. If the Ethernet port is connected to a working device, check the Ethernet LED indicators to make sure the connection is valid. The router will attempt to establish the
VDSL connection, if the VDSL line is connected and the router is properly configured this should light up after several seconds. If this is the first time installing the
device, some settings may need to be changed before the router can establish a connection.

Factory Reset Button

The router may be reset to the original factory default settings by using a ballpoint pen or paperclip to gently push down the reset button in the following sequence:
1. Press and hold the reset button while the device is powered on for 10-15 seconds.
2. Release the reset button.

Remember that this will wipe out any settings stored in flash memory including user account information and LAN IP settings. The device settings will be restored to the
factory default IP address 10.0.0.138 and the subnet mask is 255.255.255.0. The default management username is “user” and the default password is “user”.
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Network Connections

Connect VDSL Line

Use the VDSL cable included with the router to connect it to a telephone wall socket or receptacle. Plug one end of the cable into the VDSL port (RJ-11 receptacle) on the
rear panel of the router and insert the other end into the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device or given to
you by your service provider. The VDSL connection represents the WAN interface, the connection to the Internet. It is the physical link to the service provider's network
backbone and ultimately to the Internet.

Connect Router to Ethernet

The router may be connected to a single computer or Ethernet device through the Ethernet ports on the rear panel. Any connection to an Ethernet concentrating device such
as a switch or hub must operate at a speed of 10/100Mbps. When connecting the router to any Ethernet device that is capable of operating at speeds higher than 10Mbps, be
sure that the device has auto-negotiation (NWay) enabled for the connecting port. Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 ports on the router are a
crossed port (MDI-X). Follow standard Ethernet guidelines when deciding what type of cable to use to make this connection. When connecting the router directly to a PC or
server use a normal straight-through cable. You should use a crossed cable when connecting the router to a normal (MDI-X) port on a switch or hub. Use a normal straight-
through cable when connecting it to an uplink (MDI-II) port on a hub or switch. The rules governing Ethernet cable lengths apply to the LAN to router connection. Be sure that
the cable connecting the LAN to the router does not exceed 100 meters.

Hub or Switch to Router Connection

Connect the router to an uplink port (MDI-Il) on an Ethernet hub or switch with a straight-through cable. If you wish to reserve the uplink port on the switch or hub for another
device, connect to any on the other MDI-X ports (1x, 2x, etc.) with a crossed cable.

Computer to Router Connection
You can connect the router directly to an Ethernet adapter card (NIC) installed on a PC using the Ethernet cable provided.
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Getting Started

This section will show you how to set up and configure your new D-Link router using the Web-based configuration utility.

How to connect to the Web User Interface

Connect to the Router

To configure the WAN connection used by the router it is first necessary to communicate with the router through its management interface, which is HTML-based and can be
accessed using a web browser. The easiest way to make sure your computer has the correct IP settings is to configure it to use the DHCP server in the router.

To access the web user interface, open a web-browser such as Internet Explorer and

enter the IP address of the router (10.0.0.138) into the address bar and press the
Enter key on your keyboard.

Type “Admin” in the User Name field and “Admin” in the Password field, and enter
the validation code. Click the Login button to proceed. If you get a Page Cannot be
Displayed error, please refer to the Troubleshooting section for assistance.

Tick the Remember my login info on this computer option to allow the browser to
remember the login information for the next login.

= http//10.0.0.138

0~ 2= X | & D-Link VOSL Router <

‘Windows Security

The server 10.0.0.138 at Broadband Router requires a username and

password.

Warning: This server is requesting that your username and password be
=ent in an insecure manner (basic authentication without a secure

connection).

| Admin |

7] Remember my credentials

l 0K | | Cancel

Basic Installation
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Web User Interface Configuration

After successfully logging into the Web User Interface, the following page will be displayed. This page is divided into clickable components that make the configuration of this

device easier and more understandable.

The top menu lists out the Categories available for configuration. The categories
available to configure on this device are Setup, Advanced, Maintenance, Status

and Help.

The left menu lists out the Pages available, for each individual category, for
configuration. In this example, we observe the pages available in the Setup category.

Every category will have a Logout option at the bottom of all the pages. This option
can be used to log out from the web user interface and also close the browser.

DSi-275 'E. SETUP ADVANCED

MAINTENANCE STATUS

El WAN SETTINGS -- ATHM

ANl

WAN SETTINGS -- PTH

— ‘

WAK SETTINGS - WAN

| PREaE WAN ‘

WAN SETTINGS -- OTHER WAH

Cetber AN

Web User Interface Configuration
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Setup Category

The Setup category is designed to assist the user with essential configurations, concerning the initial setup of this product.

The following pages can be found in the Setup category:

e Wan Service — On this page the user can configure services related to the

WAN connectivity of this product.

o Wireless 2.4G - On this page the user can configure services related to the

Wireless 2.4GHz connectivity of this product.

e Local Network — On this page the user can configure services related to the
Local Area Network connectivity of this product. Services available for
configuration are LAN Interface configuration and DHCP configuration.

e IPv6 Autoconfig — On this page the user can configure services related to

the IPv6 connectivity of this product.

o Time and Date — On this page the user can configure services related to the
time and date feature of this product. Time Servers and a Time Zone can be

specified here.
e Logout — On this page the user can log out of the router.

DSL-235 !“

Py
Logout

SETUP ADVANCED

HAINTENANCE

Ers

STATUS

HELP

El WAN SETTINGS — ATHM

WAN SETTINGS - PTM

| Pt |

PRPOE VAN |

WAN SETTINGS — WAN

'WAN SETTINGS -- OTHER WAN

Gtar WAN

Web User Interface Configuration
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WAN Service

To access the WAN Service page, click on the Setup menu link, at the top, and then click on the WAN Services menu link, on the left.

On this page the user can configure services related to the WAN connectivity of this
product.

SETUP ADVANLED MATNTERANCE STATUS

WAN SETTINGS -- ATH

AT Irerfzee

WAN SETTIRGS — PTH

PN e |

WAN SETTINGS - WAN

WAN SETTINGS — OTHER WAN

=

Ofer AN

Web User Interface Configuration Page 17



D-Link DSL-225 11N VDSL2 Router User Manual

ATM Interface

Click the ATM Interface button to access the ATM Interface WAN Settings
configuration page.

After clicking the ATM Interface button, the DSL ATM Interface Configuration page

will be available.

In the ATM Interface Configuration section, here, we can view a list of existing
interfaces configured.

ATM Interface

DSL-225 JI_ SETUP ADVANCED MAINTEMANCE STATUS HELP

Choose Add, or Remove to configure DSL ATMinterfanes.

ATH INTERFACE CONFIGURATION

intedface  Um Vo DaL Latency Category Link Type Conn Mode HRemaove

i 8§ = Pathn U EnA VlenhineMode I
a1 8 B Path L Erd Diefatvade ]
E fepsen |

ATM INTERFACE CONFIGURATION

Interface Vpi  Vd DSL Latency Category Link Type Conn Mode Remove
Click the Add button to add a new interface. atmd I Pathd UBR EoA VianMuxMode ]
a ath 0, efaultMods
Select the Remove option and click the Remove button to remove the specific " P E e - = i -
interface.
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After clicking the Add button, the ATM PVC Configuration page will be available.

Enter the correct VPI and VCI values. These can also be changed if requested to do
so by the Internet Service Provider (ISP).

Select the appropriate DSL Latency option. Options to choose from are Path0 (Fast)
and Path1 (Interleaved).

Here we can select the DSL Link Type used. The Encapsulation Mode will change
depending on the DSL Link Type selected. Options to choose from are EoA,
PPPoA, and IPOA.

This screen allows you to configure an ATM PYC dentifier (VPI and YCI), select DEL latency select & service category.

VPL: [0-255] ¢

VCI: [22-65535]:

a

35

Select DSL Latency: [¥] pathp [Fast) & Path1 (Intersaved)

CONFIEGURATION

Select DSL Link Type (EoAis

for PPPoE, TPoE, and Brdge.):

Encapsulation Mode:

& Eoa 1 PPPoA PoA

LLC/SHAP-BRIDGING -

After selecting the EoA option, select the Encapsulation Mode. Options to choose from are LLC/SNAP-BRIDGING and VC/MUX.

After selecting the PPPoA, select the Encapsulation Mode. Options to choose from
are VC/MUX and LLC/ENCAPSULATION.

After select the IPoA option, select the Encapsulation Mode. Options to choose
from are LLC/SNAP-ROUTING and VC/MUX.

Here we can select the Service Category. Options to choose from are UBR Without
PCR, UBR With PCR, CBR, Non Realtime VBR, and Realtime VBR.

After selecting UBR Without PCR, the Minimum Cell Rate field will be available.
Enter the Minimum Cell Rate value here.

After selecting UBR With PCR, the Peak Cell Rate field will be available. Enter the
Peak Cell Rate value here.

Select DL Link Type (Eod is

for PPPoE, IPol, and Bridge.:

Encapsulation Mode

Select DSL Link Type (EoM is
for PPPoE, IPof, and Bridge. )

Encapsulalion Mode:

B C U & Foa
'J'C,"h'l_[le -
Eot PRTGA o [Ooh

LEEHATROUTING  w

Service Category:

UBR Without PCR. =

Service Category:

Hinmeum Cell Rate:

UER Without PCR. =

-1 [ceBsfs {-1ndicates no shaping)

Service Category:

Peak Cell Rate: [cellsfs] :

UBR With PCR b

Web User Interface Configuration
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After selecting CBR, the Peak Cell Rate field will be available. Enter the Peak Cell
Rate value here.

After selecting Non Realtime VBR, the Peak Cell Rate, Sustainable Cell Rate, and
Maximum Burst Size fields will be available. Enter the Peak Cell Rate, Sustainable
Cell Rate, and Maximum Burst Size values here.

After selecting Realtime VBR, the Peak Cell Rate, Sustainable Cell Rate, and
Maximum Burst Size fields will be available. Enter the Peak Cell Rate, Sustainable
Cell Rate, and Maximum Burst Size values used here.

Select the Select Scheduler for Queues of Equal Precedence as the Default
Queue option here. Options to choose from are Weighted Round Robin and
Weighted Fair Queuing.

Also enter the Default Queue Weight, Default Queue Precedence, VC WRR
Weight, and VC Precedence value used here.

Click the Back button to return to the previous page.
Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

Service Category:

Peak Cell Rate: [cells/s] :

CER i

Service Category:
Peak Cell Rate: [cells/s] :

Sustainable Cell Rate:
[celisf=]

Maximum Burst Size: [cells] :

Non Realtime VBR.

Service Category:
Peak Cell Rate: [cells/s] :

Sustainable Cell Rate:
[cellsf=]

Maximum Burst Size: [cells] :

Realtime VER b

Select scheduler for Queues
of Equal Precedence as the

@ weighted Round Robin

Default Queue
7' Weighted Fair Queuing
Default Queue Weight: 1 [1-63]
Default Queue Precedence: 3 [1-8] (lowvrer value, higher priority)
VC WRR Weight: 1 [1-63]
VC Precedence 8 [1-8] {lower value, higher priority)
| Back | | Apply(Save | | Canmuel |
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PTM Interface

Click the PTM Interface button to access the PTM Interface WAN Settings
configuration page.

After clicking the PTM Interface button, the DSL PTM Interface Configuration page
will be available.

M SETUP ADVANCED MAINTENANCE STATUS HELP

\Wan Service
G
Choose Add, or Remove to configure DSL PTM interfaces.
al Mehvork

PTM INTERFACE CONFIGURATION

Here you can view the Interface, DSL Latency, PTM Priority, Connection Mode,
and IP QoS settings. You can remove the configuration option by clicking the
Remove checkbox.

Click the Add button to add a new interface.

. . . Interface DSL Latency PTM Priority Conn Mode 1P QoS Remove
Select the Remove option and click the Remove button to remove the specific o - Ep R -
interface.
remme |
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After clicking the Add button, the PTM Configuration page will be available.

Select the DSL latency option here. Options to choose from are Path0 (Fast) and
Path1 (Interleaved).

Select the Select Scheduler for Queues of Equal Precedence as the Default
Queue option here. Options to choose from are Weighted Round Robin and
Weighted Fair Queuing.

Next, you have the option to edit any of the following settings:
Select a value to enter under Default Queue Weight.

Select a value to enter under Default Queue Precedence.

Select a value to enter under Default Queue Minimum Rate
Select a value to enter under Default Queue Shaping Rate
Select a value to enter under Default Queue Shaping Burst Size

Click the Back button to return to the previous page.
Click the Apply/Save button to accept the changes.

Click the Cancel button to discard the changes made and return to the main page.

This screen allows you to configure a PTM flow.

CONFIGURATION

Select DSL Latency: |¥) Path0 (Fast) [ patht
({Interleaved)

Sﬂfmﬂeﬁ"f;:‘;gﬂ:z&m @ Weighted Round Robin
) Weighted Fair Queuing

Default Queve Weight: 1 [1-63]
Default Queve Precedence: 3 [1-8] {lower value, higher priority)
Default Queue Minimum Rate: -1 [1-0 Kbps] (-1 indicates no shaping)
Default Queue Shaping Rate: -1 [1-0 Kbps] {-1 indicates no shaping)

Default Queune Shaping Burst Size: 3000 [bytes] (shall be »>=1600)

Web User Interface Configuration

Page 22



D-Link DSL-225 11N VDSL2 Router User Manual

PPPoE WAN

Click the PPPoE WAN button to access the PPPoE WAN Settings configuration WAN SETTINGS - PPPOE WAN
page.

PPPoE WAN

After clicking the PPPoE WAN button, the following page will be available. In the
Wide Area Network (WAN) Service Setup section, a list of configured PPPoE WAN
interfaces will be displayed.

M| SETUP l ADVANCED MAINTENANCE STATUS

Wan Service
Choose Add, Remove or Edit to configure a WAN service over a selected interface.

Click the Add button to add a new interface.
Click the Edit button to reconfigure an interface.

Select the Remove option and click the Remove button to remove the specific
interface.

WIDE AREA NETWORK (WAN) SERVICE SETUP

Service Name Layer2 Interfaces Igmp NAT Firewall Remove Edit
[t
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After clicking the Add button, the WAN Service Interface Configuration page is
displayed.

DSL-225 !z.
Wan Service

SETUP ADVANCED MAINTENANCE STATUS

Choose Add, Remove or Edit to configure a WAN service over a selected interface,

WIDE AREA NETWORK (WAN) SERVICE SETUP

Service Name Layer2 Interfaces Tgmp NAT Firewall Remove Edit
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Select either ATM/PTM Auto Detected or ptm0/(0_1_1), or both. If you select
neither, you will be prompted to select either one.

Click Next to continue.

M SFTHP ADVANCFD MATHTFHNANCF STATHIS

Select a layer 2 interface for this service
Mote: For ATM interface, the descriptor string is (portld_vpi_vd)

WAN SERVICE INTERFACE CONFIGURATION

For PTHM interface, the descriptor string is (portId_high_low)
‘Where portld=0 --> DSL Latency PATHO

portld=1 --> DSL Latency PATH1

portld=4 --> DSL Latency PATHO&1

low =0 --> Low PTM Priority not set

low =1 --> Low PTM Priority set

high =0 --> High PTM Priority not set

high =1 --> High PTM Priority set

ATM/PTM Auto Detected

¥ pmojo_1 1)

o] (et
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After clicking the Next button, the following page will be displayed. Here we can
configure the WAN Service Configuration.

Select the WAN service type.

Click IP over Ethernet or click Bridge. When you click IP over Ethernet, the Enter
Service Description field changes to ipoe_0_1_1. When you click Bridge, the
Enter Service Description field changes to br_0_1_1.

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID. For
untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

Enter a value in the Enter 802.1P Priority [07] field.
Enter a value in the Enter 802.1Q VLAN ID [0-4094] field.

Select a TPID VLAN from the drop-down menu. Select either 0x8100, 0x88A8, or
0x9100.

Select the Internet Protocol Selection from the drop-down menu. Select either IPv4
Only, IPv4&IPv6(Dual Stack), or IPv6 Only.

Click the Back button to return to the previous page.
Click the Next button to continue to the next page.

DS1-225

\Wan Service

SETUP ADVANCED

MAINTENANCE

STATUS

WAN Service Configuration

WAN SERVICE CONFIGURATION

Select WAN service type:

Enter Service Description:

Enter B02.1P Priority [0-7]:
Enter B02.1Q VLAN ID [0-4094]:

Select VLAN TPID:

Internet Protocol Selection:

@ PPP over Ethernet {(PPPOE)

pppoe_0_1_1

For tagged service, enter valid 802.1P Priority and B02.1Q VLAN TD.
For untagged service, set -1 to both 802.1P Priority and 802.1Q VLAN ID.

-1
=F
SelectaTPID -

IFV4 Only -

Back Next
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The PPP Username and Password Configuration window opens.

The following parameters can be configured:

PPP Username: Enter the username provided by your ISP

PPP Password: Enter the password provided by your ISP

PPPoE Service Name: Enter the PPPoE service name provided by your ISP

Authentication Method: From the drop-down list select either AUTO, PAP, CHAP,
MSCHAP

Enable Fullcone NAT: Tick this option to enable the full-cone NAT feature. If
checked, a warning message appears, ONLY IF REQUIRED—DISABLES
NETWORK ACCELERATION AND SOME SECURITY

Dial on demand (with idle timeout timer): Tick this option to enable the dial-on-
demand feature. After selecting this option, enter the Inactivity Timeout value
used here. This value must be between 1 and 4320 minutes. By default, this
value is 0.

PPP IP extension: Tick this option to enable the PPP IP extension feature.

Use Static IPv4 Address: Tick this option to manually enter and use a Static IPv4
Address.

Enable PPP Debug Mode: Tick this option to enable the PPP debug mode feature.

Bridge PPPoE Frames Between WAN and Local Ports: Tick this option to enable
the bridging of PPPoE frames between WAN and the local ports.Enable IGMP
Multicast Proxy: Tick this option to enable the IGMP multicast proxy feature.

Click the Back button to return to the previous page.
Click the Next button to continue to the next page.

PPP usually reguires that you have a user name and pazeword to establish your connection. In the boxes below, enter the user name and
password that your ISP has provided to you.

CONFIGURATION

Bezeqa@RMS

PPFP Username:
PPP Password: | ssess
PPPoE Service Name:

Authentication Method: | ALTO [=]

Enable Fullcone NAT: |

Dial on demand (with idle timeout timer):
PPP IP extension:

Use Static IPv4 Address:

Enable PPP Debug Mode:

Bridge PPPoE Frames Between WAN and Local
Ports:

Enable IGMP Multicast Proxy: |
NAT:
Firewall :

OEOE

1 O

EEC

eAlr
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Once you selected from the options above, click the Next button, the following page
will be displayed. Here we can configure the interface’s parameters.

In the Routing —Default Gateway section, select the Default Gateway Interface. EN I ADVANCED HATNTENANCE status
Click Next.

Wan Service

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used according
ta the priority with the first being the: higest and the last one the lowest priority if the WAN interface is connected, Priority order can be
changed by removing all and adding them backin again.

SELECTED WAN INTERFACE

Select a preferred wan interface as the system default gateway.

Selected Default Gateway Interfaces Available Routed WAN Interfaces

Pvs
i

Logo

rpp0.2

B

Back MNext
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The DNS Server Configuration window appears.

The option Select DNS Server Interface from available WAN interfaces is already
selected.

Select the Selected DNS Server Interfaces.
Choose Use the following Static DNS IP address.

Enter a Primary DNS server in the field provided and/or Secondary DNS.
Click the Next button to continue.

>
DSL-225 n. SETUP ADVANCED MAINTENANCE STATUS HELP
Wan Service

Select DNS Server Interface from avaiable WAN interfaces OR enter static DNS server IP addresses for the system, In ATM mode, if
only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses must be entered,

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is
connected. Priority order can be changed by removing all and adding them back in again.

CONFIGURATION

Select DNS Server Interface from

available WAN interfaces: ©

Selected DNS Server Interfaces Available WAN Interfaces

i

llsethefnﬂnwmgstathNSIP

Primary DNS server:

Secondary DHS server:

[oet]
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After clicking the Next button, the following page will be displayed. Here we can view
a summary of the interface’s parameters.

Click the Back button to return to the previous page.
Click the Apply/Save button to accept the changes.

Wan Service

DSE-225 n. SETUP ADVANCED MAINTENANCE

STATUS

Make sure that the settings below match the settings provided by your ISP,
Click "Apply/5ave” to have this interface o be effective, Click “Back” to make any madifications.

Connection Type:
NAT:

Full Cone NAT:
Firewall:

IGMP Multicast:
Quality Of Service:

SYSTEM INFO

PPPoE

Enabled
Enabled
Enabied
Enabled
Disabled
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Other WAN Interface

Click the Other WAN button to access the Other WAN Settings configuration page. WAN SETTINGS — OTHER WAN

| other wan |
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After clicking the Other WAN button, the following page will be available. In the Wide
Area Network (WAN) Service Setup section, a list of configured WAN interfaces will
be displayed.

Click the Add button to add a new interface.
Click the Edit button to reconfigure an interface.

Select the Remove option and click the Remove button to remove the specific
interface.

DSL-225

SETUP ADVANCED MAINTENANCE STATUS HELP

Choose Add, Remove or Edit to configure a WAN service over a selected interface,

ATM INTERFACE CONFIGURATION

Interface Description Type Igmp NAT Firewall IPv6 Mid Remove Edit
Logout :
e pmo. 1 bro i1  Brdge Oisbled Disabled  Ensbled  Dissbled  Disabled I
.
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Wireless 2.4G

To access the Wireless 2.4G page, click on the Setup menu link, at the top, and then click on the Wireless 2.4G menu link, on the left.

On this page the user can configure services related to the Wireless 2.4GHz
connectivity of this product.

ADVANCED MAINTENANCE STATUS

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless LAN interface, hide
‘the network from active scans, set the wireless network name {also known as 55:0) and restrict the channel set based on country

reguirements.
Click "Apply/Save" to configure the basic wireless options.

WIRELESS BASICS

|¥|  Enable Wireless
[C]  Enable Wireless Hotspot2.0
] Hide Access Point
[Tl dlients Isolation
[T Disable WMM Advertise
]  Enable Wireless Multicast Forwarding {WMF)
SSID: _Bezeq WiF a
BSSID: 02:10:00:00:41:88
Country: ISRAEL -
Country RegRev: ?
HMax Clients : _].6

Wireless - Guest/Virtual Access Points:

Enabled SSID ‘Hdden Isalate Lhents Enable HSPUT HMax Lhents
[Bkzen Free oas1 ] . ' /A

[ w0 Guest2 Fl Fl 16 NiA

= wiD_Guestd ] IF] 16 /A
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In this section we can configure the following parameters.
Enable Wireless: Tick this option to enable the wireless feature on this router.
Enable Wireless Hotspot 2.0: Check this option to enable wireless hotspot 2.0.

Hide Access Point: Here we can choose to hide the Wireless SSID by selecting
clicking the checkbox.

Clients Isolation: Click the checkbox to enable.

Disable WMM Advertise: Click the checkbox to enable the Wi-Fi Multimedia
(WMM) advertisement feature

Enable Wireless Multicast Forwarding (WMF): Click the checkbox to enable the
Wireless Multimedia Forwarding (WMF) feature.

SSID: Enter the Wireless name (SSID) here. This name will be available when
wireless clients scan for available wireless networks. However, when the Hide
Access Point option is enabled, this name will not be visible to wireless clients

BBSID: The ID is automatically set.

Country: This parameter will display the country information.
Country RegRev: Enter the country registration number here.
Max Clients: Set the number of users that can access the device.

Wireless — Guest/Virtual Access Points: Click the checkbox to enable one of the
guest Access Points

Enabled — Select this option to enable the Guest/Virtual Access Point option for the
entry specified.

SSID — When available enter the SSID for the Virtual Access Point (VAP) here.

Hidden — Select this option to hide the SSID of the selected VAP.

WIRELESS BASICS

¥ Enable Wireless

7] Enable Wireless Hotspot2.0
[71  Hide Access Point

Clients Isolation

Disable WMM Advertise

Enable Wireless Multicast Forwarding (WHMF)

SSID: Bezeq WiF
BSSID : 02:10:00:00:41:36
Country: ISRAEL -

Country RegRev: 7

Max Clients: g

Wireless - Guest/Virtual Access Points:

Enabled SSID Hidden Isolate Clients Enable HSPOT Max Clients
Nja
I wi0_Guest2 =] IF1 15 /A
IF wl0_Guest3 [ IFl 16 A
| Apply/Save |

Isolate Clients — Select this option to isolate the wireless clients of the selected VAP from the rest of the network.

Enable HSPOT - Set the hotspot value per SSID

Max Clients — Enter the maximum number of wireless clients that can connect to the select VAP.

Click the Apply/Save button to accept the changes made.
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Local Network

To access the Local Network page, click on the Setup menu link, at the top, and then click on the Local Network menu link, on the left.

On this page the user can configure services related to the Local Area Network
connectivity of this product. Set the IP address and Subnet Mask here.

SETUP ADVANCED MAINTENANCE STATUS

This section gllows you to configure the local network settings of your router. Please note that this section is
optional and you should not need to change any of the settinas here to get vour network up and running.

LOCAL AREA NETWORK (LAN) SETUP i

Configure the DSL Router IP Address and Subnet Mask for LAN interface, GroupMame

IP Address: 10.0.0,133
Subnet Mask: 755.255.255.0
[7] Enable IGMP Snooping
) Standard Mode

@ Blocking Mode

| Enable LAN side firawall

Page 35
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In this section we can configure the Local Area Network (LAN) parameters. LOCAL AREA NETWORK (LAN) SETUP
IP Address: Enter the local IP address for this router here. This IP address
is also used to connect to this device’s Web User Interface. Please Configure the DSL Router IP Address and Subnet Mask for LAN interface. GroupMame

note that after changing this IP address you'll be forced to log into the
Web User Interface again, using the new IP address.

Subnet Mask: Enter the subnet mask used here.

IP Address : 10,0,0,133

Enable IGMP Snooping: Select this option to enable the IGMP snooping Subnet Mask: 255,255 255.0
option.

Standard Mode: Select this option to enable the IGMP Snooping standard V| Enable IGMF Snooping
mode.

Blocking Mode: Select this option to enable the IGMP Snooping blocking Standant e
mode.

@ Blocking Mode
Enable LAN side firewall: Click the checkbox to enable this option.

[7] Enable LAN side firewall

| Apply/Save | | Cancel |
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IPv6 Autoconfig

To access the IPvé Autoconfig page, click on the Setup menu link, at the top, and then click on the IPvé Autoconfig menu link, on the left.

On this page the user can configure services related to the IPv6 connectivity of this
product.

SETUP ADVANCED MAINTENANCE STATUS

Mote: Stateful DHCPS is supported based on the assumption of prefix length less than 64.
Interface 1D does NOT support ZERC COMPRESSION ™", Please enter the complets information.
For exampe: Please enter "0:0:0:2" instead of 1127,

STATIC LAN IPV6 ADDRESS CONFIGURATION

Interface Address (prefix length is
required) :

IPVG LAN APPLICATIONS

Enable DHCPvE Server: [

Enable RADVD : [ |
Enable MLD Snooping [V]
Standard Mode: )
Blocking Mode: @
Enable MLD LAN to LAN Multicast: Disable +
{LAN to LAN Multicast is enabled until the first \WAN service is connected, regardless of this setting.)

Apply/Save

In this section we can enter the Interface Address used here. STATIC LAN IPV6 ADDRESS CONFIGURATION

Interface Address (prefix length is
required) :

Web User Interface Configuration
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Enable IPv6 LAN Applications.
Enable DHCPv6 Server: Click the checkbox to enable the DHCPv6 Server.
Enable RADVD: Click the checkbox to enable RADVD.

Enable MLD Snooping: Click the checkbox to enable MLD Snooping. There are

two options to choose from, Standard Mode and Blocking Mode.

Enable MLD LAN to LAN Multicast: Select Disable or Enable. Please read the
precaution about enabling and disabling the service.

Click the Apply/Save button to accept the changes made.

IPVE6 LAN APPLICATIONS

Enable DHCPv6 Server: [
Enable RADVD: [ ]
Enable MLD Snooping [¥]
Standard Mode :
Blocking Mode: @
Enable MLD LAN to LAN Multicast: Disable -
(LAN to LAM Multicast is enabled until the first WAN service is connected, regardless of this setting.)

|  Apply/save
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Time and Date

To access the Time and Date page, click on the Setup menu link, at the top, and then click on the Time and Date menu link, on the left.

On this page the user can configure services related to the time and date feature of
this product. Time Servers and a Time Zone can be specified here.

In this section we can configure the Time Settings for this router.

Select the Automatically synchronize with Internet time server option and then
select the First NTP time server and Second NTP time server form the list here.

When the option Other is selected, manually enter the time server's URL or IP
address in the space provided.

SETUP ADVANCED MAINTENANCE STATUS “

This page allows you to the modem's time configuration.

TIME SETTINGS Mo

[l Automatically synchronize with Internet time servers

: | ime.nist.gov

Secn

TIME CONFIGURATION

Time zone offset {GMT-08:00) Padfic Time, Thuana

Apply/Save Cancel

nE Server nipl. tummy.com |

[¥] Automatically synchronize with Internet time servers

First NTP time server: tme.mst.gov -

Second NTP time server: Other - time-nw. nist. gow
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In this section we can select and configure the appropriate Time Zone Offset. TIME CONFIGURATION
In this section we can configure the following parameters. Hime zone offset:: | (020 Jemsdlom x
Time zone offset: Select the appropriate time zone offset here.
Apply/Save | | Cancel |

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made.

Web User Interface Configuration Page 40



D-Link DSL-225 11N VDSL2 Router User Manual

Advanced Category

The Advanced category is designed to assist the user with more advanced configurations, concerning the other features found on this product.

The following pages can be found in the Advanced category:

e Advanced Wireless 2.4G — On this page the user can configure
advanced services related to the Wireless 2.4 GHz connectivity of this
product. Services available for configuration are Advanced Settings, MAINTENANCE sTatus
MAC Filtering, and Wireless Station Information.

e Port Forwarding — On this page the user can configure services
related to the port forwarding feature of this product.

o Port Triggering — On this page the user can configure services
related to the port triggering feature of this product.

e DMZ - On this page the user can configure services related to the
DMZ feature of this product.

e Parental Control — On this page the user can configure services
related to the parental control feature of this product. Services
available for configuration are Time Restriction and URL Filtering.

o Filtering Options — On this page the user can configure services
related to the port triggering feature of this product. Services available
for configuration are Inbound, Outbound, and Bridge Filtering.

ADVANCED WIRELESS -- ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings |

ADVANCED WIRELESS -- MAC FILTERING

Allows you to configure wireless firewall by denying er allowing designated MAC addresses.

MAC Filtering

ADVANCED WIRELESS -- SECURITY SETTINGS

Allows you to configure security features of the wireless LAM interface.
Security Settings

ADVANCED WIRELESS -- STATION INFO

This page shows authenticated wireless stations and their status,

Station Info

WIRELESS - BRIDGE

Allows you to configure wireless bridge {also known 2s Wireless Distribution System) features of the wireless LAN interface,

Bridge |

e DNS - On this page the user can configure services related to the DNS feature of this product.
e Dynamic DNS — On this page the user can configure services related to the Dynamic DNS feature of this product.

¢ Network Tools — On this page the user can configure services related to the Network Tools available on this product. Services available for configuration are Port
Mapping, Quality of Service, Queue Configuration, QoS Classification, UPnP, DSL Settings, and IGMP.

¢ Routing — On this page the user can configure services related to the Routing feature of this product. Services available for configuration are Static Route, Default
Gateway, and RIP.

e DLNA - On this page the user can configure services related to the Digital Living Network Alliance (DLNA) media server.
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e Storage Service — On this page the user can configure services related to the Storage Services of this product.
e IP Tunnel — On this page the user can configure services related to IP Tunneling used on this product.
e Print Server — On this page the user can configure services related to the print server on this product.

e Samba - On this page the user can configure services related to the Samba connectivity of this product.

Web User Interface Configuration Page 42



D-Link DSL-225 11N VDSL2 Router User Manual

Advanced Wireless 2.4G

To access the Advanced Wireless 2.4G page, click on the Advanced menu link, at the top, and then click on the Advanced Wireless 2.4G menu link, on the left.

On this page the user can configure advanced services related to the Wireless
2.4Ghz connectivity of this product.

SETUP ADVANCED MAINTENANCE STATUS HELP

ADVANCED WIRELESS - ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

ADVANCED WIRELESS - MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses.

ADVANCED WIRELESS - SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface,
Security Settings

ADVANCED WIRELESS -- STATION INFO

This page shows authenticated wireless stations and their status.

Station Info

WIRELESS — BRIDGE

Allows you to configure wireless bridge (also known as Wireless Distribution System) features of the wireless LAN interface,
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Advanced Settings

Click the Advanced Settings button to access the Advanced Wireless Settings
configuration page.

After clicking the Advanced Settings button the following page is available.

In this section we can configure the advanced wireless settings.
Band: This parameter will display the current wireless band being configured.
Channel: Automatically select a channel or manually select the channel.
Auto Channel Timer: Enter the auto-channel timer value used here.

802.11n/EWC: Select this 802.11n/EWC option used here. Options to choose from
are Auto and Disabled.

Bandwidth: Select between 20MHz or Auto 20/40MHz.
802.11n Rate: Select the 802.11n rate used here.

802.11n Protection: Select this 802.11n protection option used here. Options to
choose from are Auto and Off.

Support 802.11n Client Only: Select the support for 802.11n clients only option
used here. Options to choose from are On and Off.

ADVANCED WIRELESS -- ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings

This pace allows you to configure advanced features of the wireless LAN interface. You can select a particular channel on which to
operate, force the transmission rate to a particular speed, set the fragmentation threshold, set the RTS threshold, set the wakeup
interval for dients in power-save mode, set the beacon interval for the access point, set XPress mode and set whether short or long
preamblas are used.
Click "Apply /Save™ to configure the advanced wireless options.

ADVANCED WIRELESS SETTINGS

RIFS Advertisement: Select the RIFS advertisement option used here. Options to choose from are Auto and Off.

Band :
Channel:

Auto Channel Timer{min) :
802.11n/EWC:

Bandwidth :

802.11n Rate :

802.11n Protechion :

Support B02.11n Client Only :
RIFS Advertisement :

0855 Coexistence :

RX Chain Power Save:
Power Save status :
RX Chain Power Save Quiet Time :

2.4GHz

1 -

Current: 1 (interference: acceptable)

Auto -

Auto -
Auto -
off =
Auto -
Enable -
Enable -
Low Power

10

Current: 20MHz
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OBSS Co-Existence: Select the OBSS co-existence state here. Options to choose
from are Enable and Disable.

RX Chain Power Save: Select the RX chain power save state here. Options to
choose from are Enable or Disable.

Power Save status: This parameter will display the power save status.

RX Chain Power Save Quiet Time: Enter the RX chain power save quiet time
value used here. This option becomes available after the RX Chain Power
Save was enabled.

RX Chain Power Save PPS: Enter the RX chain power save PPS value used here. This option becomes available after the RX Chain Power Save was enabled.

0B85 Co-Existance :

Support 802.11n Client Only :

RX Chain Power Save :

Power Save status :

RX Chain Power Save Quiet Time :
RX Chain Power Save PFS:

54g™ Rate :

Multicast Rate :

Enable -
off =
Disable

Full Pawer

Auto

-

54g™ Rate: Select the 54g™ rate value used here. This option becomes available after the 802.11n/EWC option was disabled.

Multicast Rate: Select the multicast rate used here.

Basic Rate: Select the basic wireless rate used here.

Fragmentation Threshold: Enter the fragmentation threshold value used here.
RTS Threshold: Enter the RTS threshold value used here.

DTIM Interval: Enter the DTIM Interval value used here.

Beacon Interval: Enter the beacon interval value used here.

Global Max Clients: Enter the maximum global wireless client value used here.

XPress™ Technology: Select the XPress™ technology state here. Options to
choose from are Enabled and Disabled.

WMM (Wi-Fi Multimedia): Select the WMM (Wi-Fi Multimedia) state here. Options
to choose from are Auto, Enabled and Disabled.

WNMM No Acknowledgement: Select the WMM No Acknowledgement state here.
Options to choose from are Enabled and Disabled.

WMM APSD: Select the WMM APSD state here. Options to choose from are
Enabled and Disabled.

Basic Rate :
Fragmentation Threshold :
RTS Threshold :

DTIM Interval :

Beacon Interval :

Global Max Clients :

XPress™ Technology :

Default
2346
2347

1

100

16

Enabled

WMM(Wi-Fi Multimedia) :
WMM No Acknowledgement :

WMM APSD :

Enabled
Disabled

Enabled

4
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Wireless Mode: Select between Access Point and Wireless Ethernet from the drop-
down menu

URE Mode: Select On or Off

STA Retry Time (sec): Select between Bridge (Range Extender) and Routed
(Travel Router)

Beamforming Transmission (BFR): By default this is greyed out and disabled.

Beamforming Reception (BFE): By default this is greyed out and disabled.

Click the Apply/Save button to accept the changes made.

Click the Cancel button to discard the changes made.

Wireless Mode:

URE :

URE Mode :

STA Retry Time(sec) :
Beamforming Transmission (BFR) :

Beamforming Reception (BFE) :

Access Point -
OFF =

Bridge {Range Extender]
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In the next section we’'ll discuss the Wireless MAC Filtering configurations.

MAC Filtering

Click the MAC Filtering button to access the Advanced Wireless MAC Filtering

configuration page.

SETUP ADVANCED MAINTENANCE STATUS

ADVANCED WIRELESS - ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface,

ADVANCED WIRELESS - MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses,

MAC Filtering

ADVANCED WIRELESS -- SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings

ADVANCED WIRELESS - STATION INFO

This page shows authenticated wireless stations and their status,

Station Info

WIRELESS — BRIDGE

Allows you to configure wireless bridge (also known as Wireless Digtribution System) features of the wireless LAN interface,

ADVANCED WIRELESS -- MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses,

MAC Filtering

After clicking the MAC Filtering button the following page is available.

MAC Filter
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In this section we can configure the Wireless MAC Filtering parameters.
Select SSID: Select the appropriate SSID used here.

MAC Restrict Mode: Select the MAC restrict mode used here. Options to choose
from are Disabled, Allow, and Deny.

In this section a list of DHCP Leases will be displayed.

Click the Add button to add a new entry.
Select the Remove option and click the Remove button to remove the specific entry.

After clicking the Add button the following page is available.

In this section we can enter a MAC Address used in the MAC filtering rule here. The
MAC address must use the 00:171:22:33:44:55 format.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

WIRELESS -- MAC FILTER

Select SSID: | BezeqGh_§30563_2.4GHz_1 [=]
MAC Restrict Mode: @  Disabled
D Allew
D Deny

MAC Address Remove

00:11:22:33:4%:55 Fl

@ Remove

Enter the MAC address and dick "Apply” to add the MAC address to the wireless MAC address filters. ‘

MAC Address:

| sppiyjsave | [ cancel |
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Security Settings

Click the Advanced Settings button to access the Security Settings configuration
page.

After clicking the Security Settings button the following page is available.

In the Manual Setup AP section, you can configure the following:
Select SSID: Select the SSID from the drop-down list
Network Authentication: Select the network authentication method. Options to

choose from are Open, Shared, 802.1X, WPA2, WPA2-PSK, Mixed
WPA2/WPA, and Mixed WPA2/WPA-PSK.

Protected Management Frames: Select between Disabled, Capable, or Required.

WEP Encryption: Select to enable or disable WEP encryption.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

ADVANCED WIRELESS -- SECURITY SETTINGS

Allows you to configure security features of the wireless LAN interface.

Security Settings |

Thi= page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually

MANUAL SETUP AP

You can set the network authentication method, selecting data enaryption specify whether a network key is required to authenticate to
this wireless network and specify the encaryption strength,
Click “applySave” when done.

Select 55ID:  Bezeg WiFi -
Network Authentication: Cpen -
Protected Management Frames: Disabled =
WEP Encryption: Disabled «

Apply/Save
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Wireless Security Mode — Shared

Wired Equivalent Privacy (WEP) is any entry level wireless security method that we can use to prevent unauthorized wireless access to this router. WEP is not a very

secure option, but it is better than no wireless security.

After selecting to use Shared network authentication and enabling the WEP
encryption option as your wireless security mode, the following parameters will be
available to configure:
Protected Management Frames: Select to Disable, Capable, or Required.
WEP Encryption: By default it's disabled.
Encryption Strength: Select the WEP key length value used here. Options to
choose from are 128 bit (26 hex digits) and 64 bit (10 hex digits).
Current Network Key: Select one of the 4 key options available and enter a
wireless security key in the appropriate space provided. This key must be

configured on all the wireless clients for them to be able to connect to your
wireless network.

Click the Apply/Save button to accept the changes made.

Click the Cancel button to discard the changes made and return to the main page.

MANUAL SETUP AP

You can set the network authentication method, selecting data encryption,spedify whether a network key is required to authenticate to
this wireless network and specify the encaryption strength,
Click "apply/Save” when done.

Select 5SID: BezeqFree 004123
Metwork Authentication: Shared -
Protected Management Frames: Disabled
WEP Encryption: Enabled
Encryption Strength: 1728-hit -
Current Network Key: 1 =
Network Key 1: 1234557320123
Network Key2: 1234567320123
Network Key 3: 1234567350123

Network Key 4: 1234567590123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

| Apply/Save |
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Wireless Security Mode — 802.1X

After selecting to use 802.1X network authentication and enabling the WEP
encryption option as your wireless security mode, the following parameters will be
available to configure:
Protected Management Frames: Select to Disable, Capable, or Required.
RADIUS Server IP Address: Enter the IP address of the external RADIUS server
used here.
RADIUS Port: Enter the external RADIUS server port number used here.
RADIUS Key: Enter the RADIUS server Shared Secret here. This key must be
configured on all the wireless clients for them to be able to connect to your
wireless network.
WEP Encryption: Select to enable or disable WEP encryption.
Encryption Strength: Select the WEP key length value used here. Options to
choose from are 128 bit (26 hex digits) and 64 bit (10 hex digits).

Current Network Key: Select one of the 4 key options available and enter a
wireless security key in the appropriate space provided. This key must be
configured on all the wireless clients for them to be able to connect to your
wireless network.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

MANUAL SETUP AP

Click “Apply/Save” when done.

Select SSID :

Network Authentication :
Protected Management Frames:

RADIUS Server IP Address :

RADIUS Port :
RADIUS Key :

WEP Encryption :

Encryption Strength :
Current Network Key :

Network Key 1:
Network Key2 :
HNetwork Key 3 :

Network Key 4:

‘fou can set the network authentication method, selecting data encryption, spedfy whether a network key is required to suthenticate to
thiz wireless network and spedfy the encryption strength.

Bezeq Free 004188
302,1¥ -
Disabled

0,0.0.0

1812

Enabled =
128-hit =
P

1234567390123

1234567390123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCTI characters or 10 hexadecimal digits for 64-bit encryption keys

| Apply/Save
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Wireless Security Mode — WPA2

Wi-Fi Protected Access (WPA2) is the most advanced wireless security method that we can use to prevent unautherized wireless access to this router. WPA2-Enterprise

requires the use of an external RADIUS server.

After selecting to use WPA2 network authentication as your wireless security mode,
the following parameters will be available to configure:

Protected Management Frames: Select to Disable, Capable, or Required.

WPA2 Preauthentication: Select to enable or disable the WPA2 pre-authentication
option here.

Network Re-auth Interval: Enter the network re-authentication interval value here.
WPA Group Rekey Interval: Enter the group key update interval value here.

RADIUS Server IP Address: Enter the IP address of the external RADIUS server
used here.

RADIUS Port: Enter the external RADIUS server port number used here.

RADIUS Key: Enter the RADIUS server Shared Secret here. This key must be
configured on all the wireless clients for them to be able to connect to your
wireless network.

WPA Encryption: Select the WPA2 encryption method here. Options to choose
from are TKIP, AES, and TKIP+AES.

WEP Encryption: By default this is disabled.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

this wireless network and specify the encryption strength.

Click "Apply /Save” when done,

Select 551D :

Network Authentication :
Protected Management Frames:
WPA2 Preauthentication :
Network Re-auth Interval :
WPA Group Rekey Interval :
RADIUS Server IP Address:
RADIUS Port :

RADIUS Key :

‘WPA Encryption :

WEP Encryption :

Bezeq WiFi
WPAZ
Disabled -
Disabled =
38000

i)

0.0.0.0

1812

MANUAL SETUP AP

‘fou can set the network authentication method, selecting data encryption,spedfy whether 3 network key is required to authenticate to
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Wireless Security Mode — WPA2-PSK

Wi-Fi Protected Access (WPA2) is the most advanced wireless security method that we can use to prevent unautherized wireless access to this router. WPA2 PSK does not
require an authentication server.

After selecting to use WPA2-PSK network authentication as your wireless security

mode, the following parameters will be available to configure:
Protected Management Frames: Select to Disable Capable or Required. You can set the network authentication method, selecting data encryption,specify whether a netwark key is reguired to authenticate to

this wireless network and spedfy the enaryption strength,

WPA/WAPI passphrase: Enter the WPA2-PSK wireless Pre-Shared Key here. This Sl
key must be configured on all the wireless clients for them to be able to
connect to your wireless network. Click the ‘Click here to display option to
display the pass-phrase entered.

WPA Group Rekey Interval: Enter the group key update interval value here.

Select S5ID:  Bezeg WiFi -
Network Authentication: WPAZ PSK -
Protected Management Frames: Disabled -

WPA/WAPI passphrase: ssssssssss

WPA Encryption: Select the WPA2 encryption method here. Options to choose WPA Group Rekey Interval: 0
from are TKIP, AES, and TKIP+AES. e P
WEP Encryption: By default this is disabled. WEP Encryption: | Disablzd
Apply fSave |

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
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Wireless Security Mode — Mixed WPA2/WPA

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPAZ2) is the most advanced wireless security method that we can use to prevent unautherized wireless access to this router. This option allows us to have both

WPA and WPA2 available for client connectivity.

After selecting to use Mixed WPA2/WPA network authentication as your wireless
security mode, the following parameters will be available to configure:

Protected Management Frames: Select to Disable, Capable, or Required.

WPA2 Preauthentication: Select to enable or disable the WPA2/WPA pre-
authentication option here.

Network Re-auth Interval: Enter the network re-authentication interval value here.

WPA Group Rekey Interval: Enter the group key update interval value here.

RADIUS Server IP Address: Enter the IP address of the external RADIUS server
used here.

RADIUS Port: Enter the external RADIUS server port number used here.

RADIUS Key: Enter the RADIUS server Shared Secret here. This key must be
configured on all the wireless clients for them to be able to connect to your
wireless network.

WPA Encryption: Select the WPA2/WPA encryption method here. Options to
choose from are TKIP, AES, and TKIP+AES.

WEP Encryption: By default this is disabled.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

MANUAL SETUP AP

You can set the network authentication method, selecting data encryption, spedfy whether a network key is required to authenticate to
this wireless network and specify the enayption strength,
Click “Apply/Save” when done.

Select SSID:  Bezeq WiFi -
HNetwork Authentication: Mixed \“J'PAZAM‘PA -
Protected Management Frames: Disabled «
WPA2Z Preauthentication: Disabled -
Network Re-auth Interval: 36000
WPA Group Rekey Interval: 0
RADIUS Server IP Address:  0.0.0.0
RADIUS Port: 1317
RADIUS Key :
WPA Encryption: TRIF+AES -

WEP Encryption: |Dissbled

| Apply/Save |
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Wireless Security Mode — Mixed WPA2/WPA-PSK

Wi-Fi Protected Access (WPA) is a more advanced wireless security method that we can use to prevent unautherized wireless access to this router. Wi-Fi Protected
Access (WPAZ2) is the most advanced wireless security method that we can use to prevent unautherized wireless access to this router. This option allows us to have both

WPA and WPA2 available for client connectivity.

After selecting to use Mixed WPA2/WPA-PSK network authentication as your
wireless security mode, the following parameters will be available to configure:

Protected Management Frames: Select to Disable, Capable, or Required.
WPA/WAPI passphrase: Enter the WPA2/WPA-PSK wireless Pre-Shared Key

here. This key must be configured on all the wireless clients for them to be able

to connect to your wireless network. Click the ‘Click here to display’ option to
display the pass-phrase entered.

WPA Group Rekey Interval: Enter the group key update interval value here.

WPA Encryption: Select the WPA2 encryption method here. Options to choose
from are TKIP, AES, and TKIP+AES.

WEP Encryption: By default this is disabled.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

MANUAL SETUP AP

You can set the network authentication method, selecting data encryption, spedfy whether a network key is required to authenticate to
this wireless network and spedfy the encryption strength.
Click "Apply/Save” when done.

Select S5ID:  Bezeqg WiFi -
Network Authentication :

Protected Management Frames: Disabled
WPA/WAPI passphrase: ssssssssss Click here to display
WPA Group Rekey Interval: 0
WPA Encryption: TKIF+AES

WEP Encryption: | [Diszbled

i Apply/Save |
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In the next section we’ll discuss the Wireless Station Information configurations.

SETUP ADVANCED MAINTENANCE STATUS HELP

ADVANCED WIRELESS — ADVANCED SETTINGS

Allows you to configure advanced features of the wireless LAN interface.

Advanced Settings

ADVANCED WIRELESS — MAC FILTERING

Allows you to configure wireless firewall by denying or allowing designated MAC addresses,
MAC Filtering

ADVANCED WIRELESS - SECURITY SETTINGS

Allows you to configure security features of the wircless LAN interface,

Seaurity Setiings

ADVANCED WIRELESS —- STATION INFO

Samba

This page shows authenticated wireless stations and their status,
ogout

. =

Click the Advanced Settings button to access the Advanced Wireless Station Info ADVANCED WIRELESS — STATION INFO
configuration page.

WIRELESS - BRIDGE

Allows you to configure wireless bridge (also known as Wireless Distribution System) features of the wireless LAN interface,

Bridge

Station Info

This page shows authenticated wireless stations and their status.

Station Info

After clicking the Station Info button the following page is available.

This page shows authenicated wireless stations and their status.

Web User Interface Configuration Page 56



D-Link DSL-225 11N VDSL2 Router User Manual

In this section a list of wireless Authenticated Stations are displayed. AUTHENTICATED STATIONS
Click the Refresh button to refresh the information in this table. MAC Associated Authorized SSID Interface
00:21:91:80:95:74 Yes BezeghGMN_890569_2.4GHz 1 wid
Refresh
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Port Forwarding

To access the Port Forwarding page, click on the Advanced menu link, at the top, and then click on the Port Forwarding menu link, on the left.

On this page the user can configure services related to the port forwarding feature of
this product.

Click the Add button to add a new entry.
Click the Remove button to remove an entry.

SETUP ADVANCED MAINTENANCE STATUS HELP

virtual Server allaws you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server with
private IP address on the LAN side, The Internal portis reguired only if the external port needs to be converted to a different port
number used by the server on the LAN side. A maximum 32 entries can be configured.

PORT FORWARDING ENTRIES
Server External Port External Port Internal Port Internal Port  Server IP WA o
Name Start End Bt Start End Address  TInterface “CMOVE

After clicking the Add button, the following page is available.

Select the service name, and enter the server IP address and dick "Apply/save” to forward IP packets for this
service to the spedified server. NOTE: The "Internal Port End” cannot be modified directly.
Mormally, it is set to the same value as "External Port End". However, if you modify "Internal
Port Start”, then "Internal Port End"” will be set to the same value as "Internal Port Start”,

Remaining number of entries that can be configured:
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In this section we can configure Port Forwarding rules.

Use Interface: Select an existing interface from the list that will be associated with
this rule.

Select a Service: Select a service from the list. These pre-defined services will
contain all the parameters needed to create a successful rule.

Custom Service: If the service is not located in the list, we can create our own
service. Enter the service name for the rule here.

Server IP Address: Enter the server IP address here.
External Port Start: Enter the external starting port number here.
External Port End: Enter the external ending port number here.

Protocol: Select the appropriate protocol used here. Options to choose from are
TCP/UDP, TCP, and UDP.

Internal Port Start: Enter the internal starting port number here.
Internal Port End: Enter the internal ending port number here.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

In this section a list of port forwarding rules will be displayed.

Click the Edit button to modify an existing entry.

PORT FORWARDING SETUP

Use Interface: lpne_é_&&_l;'atm E[
Service Name :
@ sSelect a Service: | Select One E|

' Custom Service:

Server IP Address: | 10,0.0.

External Port Start External Port End Protocol Internal Port Start Internal Port End
TCP

TCP
TCP
TcP
TCP
TCP
TCP
Tce
TCP
TCP

TCP

[ & Bl R R R B &R

TCP

| Apply/save | [Car‘-cel |

PORT FORWARDING ENTRIES

Internal ServerIP  WAN

Server llame Port Protocol Port Remove Edit
Select the Remove option and click the Remove button to remove the specific stat | PortEmd stact . il AGREE tiesioe
interface. \eh Server (HTTP) a0 &0 TCP &0 80 10.0.0.254 atmil R =T
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Port Triggering

To access the Port Triggering page, click on the Advanced menu link, at the top, and then click on the Port Triggering menu link, on the left.

On this page the user can configure services related to the port triggering feature of
this product.

Click the Add button to add a new interface.
Click the Remove button to remove an entry. , CPORTFORWARDG

Some applications require that speafic ports in the Router's firewall be opened for access by the remote parties. Port Trigger dynamically
opens up the 'Open Ports’ in the firewall when an application on the LAN mnitiates a TCP/UDP connection to a remate party using the
Triggering Ports'. The Router allows the remote party from the WAN side to establish new connections back to the application on the
LAN side using the 'Open Ports'. A maximum 32 entries can be configured.

ADVANCED MAINTENANCE STATUS

Trigger Open
Rouibng IAREtthne NSy | (FROETON :t':t“ﬂ“:; e sl’;rinan:':ﬂ WA Tt ||| Semate

IP Tunnel

After clicking the Add button, the following page is available.

Some applications such as games, video conferendng, remote access applications and others require that
spedific ports in the Router's firewall be opened for access by the applications. You can configure the port
settings from this screen by selecting an exizting application or creating your awn (Custom application}and didk
“Apply/Save” to add it. ]

Rﬂnailingmmberniﬂrhiﬁthatmh:nmtﬁgumz
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In this section we can create a new port triggering rule. PORT TRIGGERING

Use Interface: Select the interface that will be associated with this rule here.

Select an application: Select an application from the list here. These pre-defined e nteriaer: | |[fpoefibe Liain) [=]
applications will contain all the parameters needed to create a successful rule. _ Application Name :

Custom application: If the application is not located in the list, we can create our @ Select an application: | Select One [~
own application. Enter the custom application name for the rule here. ) custom application :

Trigger Port Start: Enter the starting trigger port number here. . . -

. i i Trigger Port Trigger Port Trigger Open Port Open Port Open
Trigger Port End: Enter the ending trigger port number here. Start End Protocol Start End Protocol
Trigger Protocol: Select the trigger protocol used here. Options to choose from are [Tcr [=] [Tcr [+]
o TCP/UDP, TCP, and UDP. . o [=l o [=]

pen Port Start: Enter the sta.rtlng open port number here. = I = I
Open Port End: Enter the ending open port number here.

Open Protocol: Select the open protocol used here. Options to choose from are ! = =

TCP/UDP, TCP, and UDP. [tcr [=) [Tcr [+

TP [ TP [

Click the Apply/Save button to accept the changes made. e [ e [=]
Click the Cancel button to discard the changes made and return to the main page.

| e [+] e [+]

| Apply/Save | Cancel

In this section a list of port triggering rules will be displayed. PORT TRIGGERING ENTRIES
Select the Remove option and click the Remove button to remove the specific Trigger Open
interface_ Application Name Port Range Port Range WAN Interface Remove
Erptocal Start End Frotaront Start End
MNet2Phone uop 5801 6801 UDP 6301 5801 atml [
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DMZ

To access the DMZ page, click on the Advanced menu link, at the top, and then click on the DMZ menu link, on the left.

On this page the user can configure services related to the DMZ feature of this
product.

In this section we can configure the DMZ Host by entering the DMZ Host IP Address
here.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

SETUP ADVANCED MAINTENANCE STATUS

The DSL router will forward IP packets from the WAN that do not belong to any of the applications configured
in the Virtual Servers table to the DMZ host computer,

Enter the computer's IP address and dick “Apply™ to activate the DMZ host,

Clear the IP address field and dlick "Apply” to deactivate the DMZ host,

DMZ HOST

DMZ Host IP Address:

o

DMZ Host IP Address:

sppiyjsave | | concel |
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Parental Control

To access the Parental Control page, click on the Advanced menu link, at the top, and then click on the Parental Control menu link, on the left.

On this page the user can configure services related to the parental control feature of
this product.

m// SETUP ADVANCED MAINTENANCE STATUS
249G

irel

PARENTAL CONTROL -- TIME RESTRICTION

Time Restriction.

Time Restriction
PARENTAL CONTROL -- URL FILTER

Url Filter.

Url Filter

:
D

ti

DLMA

Time Restriction

Click the Time Restriction button to access the Parental Control Time Restriction PARENTAL CONTROL — TIME RESTRICTION
configuration page. W —

After clicking the Time Restriction button the following page is available.

A maximum 16 entries can be conficured.
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In this section a list of Time Restriction entries will be dISpIayed ACCESS TIME RESTRICTION ENTRIES

Click the Add button to add a new entry. T e R e e o
Select the Remove option and click the Remove button to remove the specific entry.

Sat Sun Start Stop Remove

IAdd | I Remoyve

After clicking the Add button the following page is available.

This page adds time of day restriction to a spedal LAM device connected to the Router. The 'Browser's MAC
Address' automatically displays the MAC address of the LAN device where the browser is running. To restrict

other LAN device, dick the "Other MAC Address™ button and enter the MAC address of the other LAN device,
To find out the MAC address of 3 Windows based PC, go to command window and type “ipconfig /all™

In this section we can configure the Access Time Restriction settings for this router. ACCESS TIME RESTRICTION

User Name: Enter the user name used here.

Browser’s MAC Address: Enter the browser's MAC address here. \seriemer |

Other MAC Address: Enter the other MAC address here. @ Browser's MAC Address :

Days of the Week: Select which days of the week to include in this rule. () Other MAC Address (3omamoemomonxx)

Start Blocking Time: Enter the time value that will be used to start blocking.

End Blocking Time: Enter the time value that will be used to end blocking. Days of the week Mon Tue Wed  Thu Fri Sat  Sun
Click to select & ] ] o ] ] ]

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

Start Blocking Time (hh:mm) :

End Blocking Time (hhimm) : .

|Anply/save | [Cancel |
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In this section a list of Time Restriction entries will be displayed. ACCESS TIME RESTRICTION ENTRIES

Click the Add button to add a new entry.

Username MAC Mon Tue Wed Thu Fri Sat Sum Start Stop Remove
Select the Remove option and click the Remove button to remove the specific entry. b e | s | (IS | g2 @0 2 [
[oda | [[Remove

URL Filter

Click the URL Filter button to access the Parental Control URL Filter configuration
page.

SETUP ADVANCED MAINTENANCE STATUS

PARENTAL CONTROL -- TIME RESTRICTION

Time Resfriction.

Time Restrichon

PARENTAL CONTROL -- URL FILTER

Url Filter,

After clicking the URL Filter button the following page is available.

Pleass select the list type first then configure the list entrizs. Maximum 100 entries can be configured.
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In this section a list of URL Filter entries will be displayed. Select to Exclude or
Include these rules from the URL List Type.

Click the Add button to add a new entry.
Select the Remove option and click the Remove button to remove the specific entry.

After clicking the Add button the following page is available.

In this section we can create a new URL Filter rule by entering the URL Address
and Port Number.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

In this section a list of URL Filter entries will be displayed. Select to Exclude or
Include these rules from the URL List Type.

Click the Add button to add a new entry.
Select the Remove option and click the Remove button to remove the specific entry.

URL List Type: ' Excude ' Indude
Address Port Remowve
| Add | [ Remove

Enter the URL address and port number then dick "apply/Save” to add the entry to the URL filter.

URL FILTER ADD

URL Address :

Port Number : {Default 80 will be applied if leave blank. )

[ Apply/fSave | | Cancel |

URL FILTER

URLList Type (' Deny @ Allow

Address

filter.com 80 [

Port Remove

| Add | | Remove
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Filtering Options

To access the Filtering Options page, click on the Advanced menu link, at the top, and then click on the Filtering Options menu link, on the left.

On this page the user can configure services related to the port triggering feature of
this product.

SETUP ADVANCED MAINTENANCE STATUS HELP

FILTERING OPTIONS -- INBOUND IP FILTERING

Manage incoming traffic,

Inbound IP Filtering
FILTERING OPTIONS -- OUTBOUND IP FILTERING

Manage outgoing traffic.

| Qutbound IP Filtering

FILTERING OPTIONS -- BRIDGE FILTERING

Uses MAC address to implement filtering. Usefull only in bridge mode.

Bridge Filtering

Inbound IP Filtering

Click the Inbound IP Filtering button to access the Inbound IP Filtering rule FILTERING OPTIONS —- INBOUND IP FILTERING
configuration page.

Manage incoming traffic,

Inbound IP Filtering
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After clicking the Inbound IP Filtering button the following page is available.

In this section a list of Inbound IP filtering rules will be displayed.

Click the Add button to add a new rule.
Select the Remove option and click the Remove button to remove the specific rule.

After clicking the Add button the following page is available.

When the firewall is enabled on a WAN or LAN interface, all incoming IP traffic is BLOCKED. However, some IP raffic can be ACCEPTED:
by setting up filters.

Choose Add or Remove to configure incoming I fitters,

INCOMING IP FILTERING

Filter Name Interfaces IP Version Protocol SrcIP/ Prefixlength SrcPort DstIP/ Prefixlength DstPort Remove

The screen allows you to create a filter rule to identify incoming IP traffic by speafying a new filter name and
atleast one condition below, All of the spedified conditions in this filter rule must be satisfied for the rule to
take effect, Click 'Apply/Save’ to save and activate the filter,
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In this section we can create a new Inbound Filtering rule. INCOMING IP FILTERING

Filter Name: Enter the Inbound filtering rule name here.
IP Version: Select the IP version from the list. Options to choose from are IPv4 and

Filter Name :
IPv6. d
Protocol: Select the protocol used from the list. Options to choose from are WiV [EVR X
TCP/UDP, TCP, UDP, and ICMP. Protocok -
Source IP address: Enter the source IP address here. Source IP address[/prefix length] :
Source Port: Enter the source port number here. Source Port (port or port:port) :
Destination IP address: Enter the destination IP address here. Destination IP address [ prefix length] :

Destination Port: Enter the destination port number here.

WAN Interfaces: Select the WAN interface that will be used for this incoming IP

filter rule. WAN Interfaces {Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one or more WAN/LAN interfaces displayed below to apply this rule.

Destination Port (port or portport) :

Click the Apply/Save button to accept the changes made. W Selectal
Click the Cancel button to discard the changes made and return to the main page. ¥ br0_1 ifptm0,.1
¥l pppoe_0_1_ifppp0.2
[¥]  brojbro
Apply [Save ] | Cancel ]

In this section a list of Inbound IP filtering rules will be displayed. INCOMING IP FILTERING

Click the Add button to add a new rule. Filter Sl el fels srctp/ rcttons DstIP/ i
) ) . Hame Version PrefixLength Prefi<Length

Select the Remove option and click the Remove button to remove the specific rule. e s | CEee T a R = i

@| l Remaove |
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Outbound IP Filtering

Click the Outbound IP Filtering button to access the Outbound IP Filtering rule

configuration page.

After clicking the Outbound IP Filtering button the following page is available.

Logout

SETUP ADVANCED MAINTENANCE STATUS HELP

FILTERING OPTIONS -- INBOUND IP FILTERING

Manage incoming traffic.

Inbound IP Filtering

FILTERING OPTIONS -- OUTBOUND TP FILTERING

Manage outgoing traffic.

Outbound IP Filtering

FILTERING OPTIONS -- BRIDGE FILTERING

Uses MAC address to implement filtering. Usefull only in bridge mode.

-Bridge Filtering

By default, all outgoing TP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.

The screen allows you to create a filter rule to identify outgoing I traffic by spedfying a new filter name and at least one condition
below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Clidk'Apply/Save’ to save and activate

the filter.
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In this section a list of Outbound IP filtering rules will be displayed. OUTGOING IP FILTERING

Click the Add button to add a new rule. Filterllame IPVersion Protocol SrcIPf Prefixiength  SrcPort  DstIP/ Prefixlength  DstPort Remove
Select the Remove option and click the Remove button to remove the specific rule. =
[aed]

After clicking the Add button the following page is available.

The screen allows you to create a filter rule to identify cutgeing IP fraffic by spedfying a new filter name and
at least one condition below. All of the spedfied conditions in this filter rule must be satisfied for the rule to
take effect, Click 'Apply/Save’ to save and activate the dlter.

In this section we can create a new Outbound IP filter rule. ADD IP FILTER -- OUTGOING

Filter Name: Enter the Outbound filtering rule name here.
IP Vel;’sign: Select the IP version from the list. Options to choose from are IPv4 and T ——
v6.
Protocol: Select the protocol used from the list. Options to choose from are fiemw. (PO =
TCP/UDP, TCP, UDP, and ICMP. Protocol : =
Source IP address: Enter the source IP address here. Source IP address| [prefix length] :
Source Port: Enter the source port number here. Source Port (port or port:port) :
Destination IP address: Enter the destination |P address here. Destination IP address[/prefix length] :
Destination Port: Enter the destination port number here. et P s 3
Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
ApplyfSave | | Cancel J

In this section a list of Outbound IP filtering rules will be displayed. OUTGOING IP FILTERING

Click the Add button to add a new rule. FilterName IPVersion Protocol —SrcIP/ PrefixLength  SrcPort  DstiP/ PrefixLength  DstPort Remove

Select the Remove option and click the Remove button to remove the specific rule. e * AR e = =
@ | Remave
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Bridge Filtering

Click the Bridge Filtering button to access the Bridge Filtering rule configuration

page.

After clicking the Bridge Filtering button the following page is available.

MAC Filtering is only effective in Bridge mode. FORWARDED means that all MAC
layer frames will be FORWARDED except those matching with any of the specified
rules in the following table. BLOCKED means that all MAC layer frames will be
BLOCKED except those matching with any of the specified rules in the following

table.

ADVANCED

MAINTENANCE

STATUS

FILTERING OPTIONS -- INBOUND IP FILTERING

Manage incoming traffic,

Inbound IP Filtering

Manage outgoing traffic.

FILTERING OPTIONS -- OUTBOUND IP FILTERING

Qutbound IP Filtering

FILTERING OPTIONS -- BRIDGE FILTERING

Uses MAC address to implement filtering. Usefull only in bridge mode.

MAC Filtering is only effective in Bridge mode. FORWARDED means that all MAC layer frames will be FORWARDED except those
matching with any of the specified rules in the following table. BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the spacfied rules in the following table,

MAC Filtering Policy For Each Intarface:

WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.
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In this section we will find the current Policy status as well the option to change this
option.

Select the Change tick box and click the Change Policy button, to change the Bridge
MAC filtering policy.

After selecting the Change option and clicking the Change Policy button. The policy
will be changed.

WARNING: Changing from one policy to another of an interface will cause all defined
rules for that interface to be REMOVED AUTOMATICALLY! You will need to create
new rules for the new policy.

In this section we can see a list of MAC filtering rule created.

Click the Add button to add a new rule.
Select the Remove option and click the Remove button to remove the specific rule.

CHANGE POLICY

Interface Policy Change
atmi FORWARD [

Change Palicy |

Interface Policy Change
atrl) BLOCKED [

Change Palicy

CHOOSE ADD OR REMOVE TO CONFIGURE MAC FILTERING RULES

Interface Destination MAC Source MAC Remove

|@ Remove
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After clicking the Add button, the following page will be available.

ADVANCED AINTENANCE

Create a filter to identify the MAC layer frames by spedifying at least one condition below. If multiple
conditions are specified, all of them take effect. Click "Apply” to save and activate the filter,

ADD MAC FILTER

Protocol Type: ¥
Destination MAC Address:
Source MAC Address:
Frame Direction: LAN<=>WAN
WAN Interfaces (Configured in Bridge mode only)
WAN Interfaces: br_0_1_i/otmd.1 -
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In this section we can configure the MAC filtering rule. ADD MAC EILTER

Parameters available for configuration are:
. : - : : : Protocol Type: -
Protocol Type: Select the protocol type option that will be associated with this rule.
Options to choose from are PPPoE, IPv4, IPv6, IPX, and IGMP. Destination MAC Address:
Destination MAC Address: Enter the destination MAC address used here. Source MAC Address:
Source MAC Address: Enter the source MAC address used here. Frme Direrbe LANZ—=WAN -
Frame Direction: Select the Frame Direction from the drop-down menu. Select WAN Interfaces {Configured in Bridge mode only)
between LAN /WAN, WAN/LAN, or LAN to WAN. WAN Interfaces: br 0 1 1pm0.1
WAN Interface: Select the WAN interface that will be associated with this rule here.
Click the Save/Apply button to accept the changes made.
After the rule was added, it will be displayed in this section. CHOOSE ADD OR REMOVE TO CONFIGURE MAC FILTERING RULES
Interface Destination MAC Source MAC Remove
atm. 2 00:11:22:33:44:55 00:22:33:44:55:66 )

@l Remove |
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DNS

To access the DNS page, click on the Advanced menu link, at the top, and then click on the DNS menu link, on the left.

On this page the user can configure services related to the DNS feature of this
product.

ADVANCED MAINTEHANCE STATUS

Select the configured WAN interface for DNS server information OR enter the static DNS server IP Addresses
for single PYC with [PoA, static IPoE protocol.

DNS SERVER CONFIGURATION

s

Obtain DS info from a WAN interface
Selected DNS Server Interfaces

Available WAN Interfaces

ppp0.2

re having probiem
th your DM

Use the following Static DNS IP address
Primary DNS server:

Secondary DNS server :

IPV6 DHS

Select the configured WAN interface for IPv6 DNS server information OR enter the static
IPv6 DNS server Addresses.

Note that selecting a WAN interface for TPv6 DNS server will enable DHCPv6 Client on that
interface.
@

WAN Interface selected: pppoe_0_1_1/ppp0.2 »

Obtain IPv6 DNS info from a WAN interface

Use the following Static IPv6 DNS address
Primary IPvG DNS server: i

Secondary IPv6 DNS server:

Web User Interface Configuration

Page 76



D-Link DSL-225 11N VDSL2 Router User Manual

In this section we can configure the DNS Server Configuration. DNS SERVER CONEIGURATION

Obtain DNS info from a WAN interface: Select this option to obtain DNS
information from the WAN interface. @  Obtain DNS info from a WAN interface

Selected DNS Server Interfaces: Select the DNS Server Interface from the Selected DNS Server Interfaces Available WAN Interfaces
available list in the left-hand column. Use the arrow button to move the
selected DNS back and forth from the WAN Interfaces. ooz ]

Available WAN Interfaces: If needed, add a WAN Interface.

Use the following Static DNS IP address: Select this option to us static DNS IP | e |
addresses.

Primary DNS server: Enter the primary DNS server IP address here. |Z‘
Secondary DNS server: Enter the secondary DNS server |IP address here.

Use the following Static DNS IP address

Primary DNS server:

Secondary DNS server :

In this section we can configure the IPv6 DNS Server Configuration. _

Obtain IPv6 DNS info from a WAN interface: Select this option to obtain IPv6

DNS information from the WAN interface. Pﬁe{)ﬂﬁgﬂ:&ﬂo:;ﬁgs:reﬂ WAN interface for IPv6 DNS server information OR enter the static
WAN Interface selected: Select the WAN interface, used to obtain the IPv6 DNS 5 x :
. . Note that selecting a WAN interface for IPv6 DNS server will enable DHCPv6 Client on that
information, here. interface.
Use the following Static IPvé DNS address: Select this option to use static IPv6 @  Obtain IPv6 DNS info from a WAN interface
DNS addresses.

WAN Tnterface selected :  NO CONFIGURED INTERFACE
Primary IPv6 DNS server: Enter the primary IPv6 DNS server address here.

Use the following Static IPv6 DHS address
Secondary IPv6 DNS server: Enter the secondary IPv6 DNS server address here.

Primary IPvG DNS server:

. nd E
Click the Apply/Save button to accept the changes made. Y RO

| Apply/Save | | Cancel |
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Dynamic DNS

To access the Dynamic DNS page, click on the Advanced menu link, at the top, and then click on the Dynamic DNS menu link, on the left.

On this page the user can configure services related to the Dynamic DNS feature of
this product.

In this section a list of Dynamic DNS entries will be displayed.

Click the Add button to add a new entry.
Select the Remove option and click the Remove button to remove the specific entry.

ADVANCED

< _
)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many
domainz, allowing your Broadband Router to be more easily accessed from various locations on the Internet,
Choose Add or Remave to configure Dynamic DNS,

DYNAMIC DNS

Service Interface Remove

MAINTENANCE STATUS

[

Interface

[Add I I Remove
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After clicking the Add button, the following page is available.

In this section we can create a Dynamic DNS entry.

D-DNS provider: Select a Dynamic DNS provider from the list here. Options to
choose from are DynDNS.org and TZO.

Hostname: Enter the hostname for this account here.

Interface: Select the interface that will be used together with this Dynamic DNS
entry.

Username: Enter the Dynamic DNS account’s username here.
Password: Enter the Dynamic DNS account’s password here.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

In this section a list of Dynamic DNS entries will be displayed.

Click the Add button to add a new entry.

This page allows you to add a Dynamic DNS address from DynDNS.org , TZ0, freedns.afraid.org or
DMNSdynamic.org.

ADD DYNAMIC DNS

D-DNS provider: DynDMNS.org{Custom) -
Hostname :
Interface: ipoe_8_88_1ljatm1l -
Username :
Password :
I ApplyfSave | | Cancel l

DYNAMIC DNS ENTRIES

Hostname Username Service Interface Remove
Select the Remove option and click the Remove button to remove the specific entry. —" rr— e St l
| Add l | Remoie
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Network Tools

To access the Network Tools page, click on the Advanced menu link, at the top, and then click on the Network Tools menu link, on the left.

On this page the user can configure services related to the Network Tools available
on this product.

SETUP ADVANCED MAINTENANCE STATUS

HETWORK TOOLS -- QUEUE MANAGEMENT

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a particular

dagsifier. Click ‘Apply/Save’ button to save it.
Quality of Service

HETWORK TOOLS - QUEUE CONFIG

Allows you to add Classification Queue precedence for Qos,
Queue Config

HETWORK TOOLS - QUALITY OF SERVICE

Network Tools

Allows you ta manually configure different priority to different interfaces,

Qos Classification. |

HETWORK TOOLS -- UPNP

Allows you to enable or disable UPnP,

HETWORK TOOLS -- DSL

Allows you to configure advanced settings for DSL.

DEL Settings
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Queue Management

Click the Quality of Service button to access the Queue Management configuration
page.

After clicking the Quality of Service button the following page is available.

NETWORK TOOLS - QUEUE MANAGEMENT

Quality of Service

If Enable Qo5 checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a particular
dassifier, Click "Apply/Save’ button to save it.

IfEnable QoS cheddbox is selected, choose a default DSCP mark to automatically mark incoming traffic without
reference to a particular dassifier, Click 'Apply/Save’ button to save it

Mote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any dassification rules,

Enable Qos: [V

Select Default DSCP Mark: Mo Change(-1) =

oo | o

QUEUE MANAGEMENT CONFIGURATION
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In this section we can configure the Queue Management configuration. QUEUE MANAGEMENT CONFIGURATION
Enable QoS: Select this option to enable the QoS queue management feature. =
Select Default DSCP Mark: Select the default DSCP mark option here. Enable gas:. W

sSelect Default DSCP Mark: No Change{-1} -
Click the Apply/Save button to accept the changes made.

Click the Cancel button to discard the changes made and return to the main page.

Apply [Save | | Cancel ]

Queue Config

Click the Queue Config button to access the Queue configuration page. NETWORK TOOLS -- QUEUE CONFIG

Allows you to add Classification Queue precedence for Qos.,

Queue Config
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After clicking the Queue Config button the following page is available.

ADVANCED

In ATM made, maximum 16 queues can be configured.
In PTM mode, maximum 8 queues can be configured.
For each Ethernet interface, maximum 4 queuss can be configured.

For each Ethernet WAN interface, maximum 4 gueues can be configured,

To add 2 quede, dick the Add button.

To remove gueues, check their remove-checkboxes, then dics the Remowe button,

The Enable button will scan through every queues in the table. Queues with enable-chedkbox checked will be enabled. Queues with
enable-checkbox un-checked will be disabled,

The enable-checkbox also shows status of the queue after page reload.

Note: LAN queus ion only takes effect when all the queues of the interface have been configured.
QOS QUEUE SETUP
Min Bit g &ll’st
Nai Interface P Wi Rate Enable Remove
2 Oucl| Frec/ SlafWalik Latenr_y Pmﬂtv (bpsy  Rate(bps) ﬂ 2y
W':’Mm:ge 1w e 15p Enabled
W':’Mm:ge 3 w7 2j5p Enabled
w’;‘r”m‘ff;" 3| wo s 315p Enabled
wwm‘.ﬁt‘f” 4 wii 5 4P Enabled
et o) T /5P Enabled
iam -
ok | & || w3 6i5P Enabled
C. md 7 w2 7P Enabled
s [l ajsp Erabled
““”Pn*“.'a:gm 3 w8 1/e Enabled
wsilo| g | 2P Enabled

Pricrity
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In this section a list of QoS queue configurations will be displayed.

Click the Add button to add a new entry.
Click the Enable button to enable an entry.
Select the Remove option and click the Remove button to remove the specific entry.

QOS5 QUEUE SETUP

Hame

WM Voice
Priority
WM Voice
Priority
WMM Video
Priority
WMM Video
Priority
WMM Best
Effort
WM
Background
WM
Backaround
WMM Best
Effort
VUMM Woice:
Prigrity
WMM Voice:
Priarity
WMM Video
Priority
WMM Video
Priarity
WvIM Best
Effort
Wit
Background
Ui
Badkground
WvIM Best
Effort
Default
Quele
Default
Queus

Default
Queus

Key Interface Qid Prec/Alg/wght = Dok

33

37

34

55

66

&7

wid

wid

wid

wid

wid

wid

wid

wio

wil

wil

wil

wil

wil

wil

wil

wil

atm

atmi

pimi0

1/5P
2/5P
3P
4jsp
5/5P
&/sP
7/sp
8/5P
1/5p

3/5P
4/sp
5jsP
8P
/5P
B/SP
8/WRR/1
8/WRR/1
8/WRR/1

Latency Priority

Pathi

Pathi

Pathi

FTM

Low

HMin Bit - Burst
Rate ping Size
(bps) Ratelbps) (pyiec)

Enable Remove

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Add Crnable | Remove
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After clicking the Add button, the following page is available.

In this section we can create a QoS queue configuration entry.
Name: Enter the QoS queue configuration entry name here.

Enable: Select this option to enable or disable this entry. Options to choose from
are Enable or Disable.

Interface: Select the interface that will be associated with this entry.

SETUP ADVANCED HMAINTENANCE STATUS HELP

This screen allows you to configure a QoS queus and add it to a selected layer2 interface.

ADD QUEUE CONFIG

Hame:
Enable: Disablz ~
Interface: .

e

D

)
Network Tools

B
Samba
Logout

Name:

Enable: Disable -

Interface: -

Web User Interface Configuration

Page 85



D-Link DSL-225 11N VDSL2 Router User Manual

After selecting an ATM interface, the following parameters will be available.

Scheduler Algorithm: Select the queue schedule method used here. Options to
choose from are Weighted Round Robin and Weighted Fair Queuing.

Queue Weight: Enter the queue weight value used here.

DSL Latency: Select the DSL latency option here. The only option available is
PathO.

Click the Apply/Save button to accept the changes made.

Click the Cancel button to discard the changes made and return to the main page.

After selecting an Ethernet interface, the following parameters will be available.
Minimum Rate: Enter the minimum rate value used here.
Shaping Rate: Enter the shaping rate value used here.
PTM Priority: Select the PTM priority option here.

Click the Apply/Save button to accept the changes made.

Click the Cancel button to discard the changes made and return to the main page.

ADD QUEUE CONFIG

Name :
Enable: Disable -

Interface: atml -
Scheduler Algorithm :
@  weighted Round Robin

Weighted Fair Queuing

Queve Weight: 1 [1-63]

DSL Latency: Path0 -

l Apply/save || Cancel |

ADD QUEUE CONFIG

Name :
Enable: Disable =
Interface: ethd
Minimum Rate: -1 [1-0 kbps] (-1 indicates no shaping)
Shaping Rate: -1 [1-0 Kbps] (-1 indicates no shaping)
Shaping Burst Size: 3000 [bytes] {shall be ==1800)
PTH Priority: -

Apply/Save | | Cancel |
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Quality of Service Classification

Click the Qos Classification button to access the Quality of Service configuration NETWORK TOOLS —- QUALITY OF SERVICE

page.

After clicking the Qos Classification button the following page is available.

Allows you to manually configure different priority to different interfaces.

D-Link ——

——————

.
m// SETUP ADVANCED MAINTENANCE STATUS HELP

= maximum 32 rules can be configured.
Port Triggering Toadd a rule, dick the Add button,
= = To remove rules, chedk their remove-chedkboxes, then dick the Remove button,
The Enable button will scan through every rules in the table, Rules with enable-checkbox checked will be enabled, Rules with enable-
checkbox un-checked will be disabled.
The enable~checkbox also shows status of the rule after page reload.
1f you disable WMM function in Wireless Page, dassification related to wireless will not take effects

Q0S CLASSIFICATION ENTRIES

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS

Class Name Order 25 iﬂw"z Prote G2 e O Mok (o™ Enable Remove
openwifi_up_atn 1 wio.l P 65 128 J
openwifi_down_atm 2 ppp.1 IP 16 1024

openwifi up ptm 3 w1 P 67 128

openwifi_down_ptm 4 pPPLL IP 16 2048
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I this section a st of QoS classificaion entres will b displayed.

Click the Add button to add a new entry. LR TR TN el bl by

Select the Remove option and click the Remove button to remove the specific entry. Sty Rosie Order S EE::: Proto chece gef"e Mark  Hark ?:bt:s’;m Enallc femnowe
openwifi_up_atm i wid 1 P 65 128
openwifi_down_atm 2 ppo0.1 IR 16 1024
openwifi_up ptm 3 wini P &7 128
openwifi_down_ptm 4 ppal.l IP 18 2048
| Add | | Enable | [ Remove

After clicking the Add button, the following page is available.

The sareen aeates & traffic dass rule to dassify the upstream traffic, assign gueue which defines the
precedence and the interface and optionally overwrite the IF header DSCP byte, A rule consists of a dass
name-and at least one condition below. All of the specified conditions in this dassification rule must be satisfied
for the rule to take effect. Chick 'apply /Save’ to save and activate the rule.

In this section we can create a QoS classification entry. NETWORK TRAFFIC CLASS RULE
Traffic Class Name: Enter the traffic class name here.
Rule Order: Select the rule order option here. Options to choose from are 1 and YrafiicClass Nome ; _
Last. Rule Order: Last -
Rule Status: Select the rules state here. Options to choose from are Enable and Rule Status: Disshle =
Disable.
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In this section we can specify the classification criteria for the QoS classification entry
here. Make the appropriate modifications here.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

SPECIFY CLASSIFICATION CRITERIA(A BLANK CRITERION INDICATES IT IS
NOT USED FOR CLASSIFICATION.)

Class Interface: LAN -
Ether Type: -
Source MAC Address:
Source MAC Mask -
Destination MAC Address :
Destination MAC Mask:

Specify Classification Results (A blank value indicates no operation.)
Specify Class Queue (Required) = -

- Packets dassified into a queue that exit through an interface for which the queus
I not specified to exist, will nstead egress to the default queus on the interface.

Specify Classification Results {A blank value indicates no operation.)

Mark Differentiated Service Code Point
(DSCP):

Mark 802.1p priority(only for bridge mode) : -

-

- Class vlan egress packets will be tagged with VID 0 and the dass rule p-bits under the bridge mode.
Set Rate Limit: [Kbits/s]

- Class non-vlan egress packets will be tagged with VID 0 and the dass rule p-bits under the bridge mode,

| Apply/Save I| Cancel |
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UPnP
Click the UPnP button to access the UPnP configuration page. NETWORK TOOLS — UPNP

Allows you to enable or disable UPRP.

After clicking the UPnP button the following page is available.

SETUP ADVANCED MAINTENANCE STATUS

NOTE: UPnP is activated only when there is a five WAN service with NAT enabled. bt

UPNP CONFIGURATION

In this section we can Enable the UPnP protocol option by selecting this option or UPNP CONFIGURATION
Disable the UPnP protocol by leaving this option blank.

[ Enable uPnpP

Click the Apply/Save button to accept the changes made.

applyjsave | | cancel |
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DSL Settings
Click the DSL Settings button to access the DSL Settings configuration page.

Allows you to configure advanced settings for DSL.

D5l Settings

After clicking the DSL Settings button the following page is available.

ADVANCED MAINTENANCE STATUS

Select the modulation below.
[¥] G.Dmt Enabled
[V Glite Enabled
[¥ T1.413 Enabled
[¥] ADSL2 Enabled
[¥] AnnexL Enabled
7| ADSL2+ Enabled
[C] Annexm Enabled
7| VDSL2 Enabled

Select the profile below.

¥| BaEnabled
8b Enabled
8c Enabled
B8d Enabled
12a Enabled
12b Enabled
17a Enabled
30a Enabled

EEEEEEES

7| Enabled

Select the phone line pair below.
@ Inner pair

7 Quter pair
Capability

[¥] Bitswap Enable

[¥] srAEnable
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In this section we can configure the DSL settings for this router.

Select the modulation below: To enable the DSL modulation type, tick the
checkbox next to it. To disable the DSL modulation type, leave the checkbox
next to it empty.

Select the profile below: To enable the specific profile, tick the checkbox next to it.
To disable the specific profile, leave the checkbox next to it empty.

USO: To enable this option, tick the checkbox next to it. To disable this option, leave
the checkbox next to it empty.

Select the phone line pair below: Select the phone line pair option here. Options
to choose from are Inner pair and Outer pair.

Capability: Select the DSL capability option here. Options to choose from are
Bitswap Enable and SRA Enable.

Click the Apply/Save button to accept the changes made.

Click the Advanced Settings button to configure more advanced parameters,
concerning the DSL settings.

D51 SETTINGS

Select the modulation below.
[¥] G.Dmt Enabled
[¥] Glite Enabled
[¥] T1.413 Enabled
[V ADSL2 Enabled
[¥] Annexl Enabled
[V ADSL2+ Enabled

| AnnexM Enabled

=

[¥| vDSL2 Enabled

Select the profile below.

[¥] 8a Enabled
8b Enabled
8c Enabled
8d Enabled
12a Enabled
12b Enabled
17a Enabled
30a Enabled

===

&

N = 4

uso
[#] Enabled

Select the phone line pair below.
@ Inner pair
Outer pair
Capability
[¥#] gitswap Enable
[C] srAEnable

Apply/Save

| |

Advanced Settings
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After clicking the Advanced Settings button the following page is available.

SETUP ADVANCED MAINTENANCE STATUS HELP

Skt the est mode below:

‘Ead( | Apply/Save || Cancel ‘| Tone Selection

In this section we can configure the VDSL tone settings. Only one option can be

selected. Options to choose from are Normal, Reverb, Medley, No retrain, and L3.

@ Mormal
Click the Back button to return to the previous page. Reverb
Click the Apply/Save button to accept the changes made. Fediey :
Click the Cancel button to discard the changes made and return to the main page. ﬁ ‘aa
Click the Tone Selection button to open a new page where we can manually select )
the tone.

[ Back ] I Apply (Save ] | Cancel | I Tone Selection
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After clicking the Tone Selection button the following page is available.

b [0 g §8 §®H -H

B =

Here we can select the tone manually. Options to choose from are Upstream Tones

and Downstream Tones.

:

[/
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IGMP

Click the IGMP button to access the IGMP configuration page. NETWORK TOOLS - IGMP

After clicking the IGMP button the following page is available.

SETUP ADVANCED MAINTENANCE STATUS HELP

Port Triggering

IGMP CONFIGURATION

Enter IGMP protocol configuration fields if you want modify default values shown below.

Parental Control

Filtering Options Multicast Precedence: Dissble ~+ lower value, higher priority

Default Version : -3
Netwark Tools Query Interval: 125

Query Response Interval: 10

Last Member Query Interval : .10
Robustness Value: 2

Maximum Multicast Groups: 25

Maximum Hulticast Data (for
IGMPv3:(1-24): 1

Maximum Multicast Group Members: 75

Fast Leave Enable: [V]
LAN to LAN (Intra LAN) Multicast Enable: [7|
Mebership Join Immediate (IPTV): 7]

MLD CONFIGURATION

MLD Configuration

Default Version: 2
Query Interval : 7‘1’2’57
Query Response Interval : -10
Last Member Query Interval: 10
Robustness Valie: 2

Maximum Multicast Groups : .10
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In this section we can modify the IGMP Configuration.

Multicast Precedence: Select to enable or disable the multicast precedence
feature here. Selecting a lower value assigns a higher priority.

Default Version: Enter the default IGMP version nhumber here.

Query Interval: Enter the query interval value here.

Query Response Interval: Enter the query response interval value here.

Last Member Query Interval: Enter the last member query interval value here.

Robustness Value: Enter the robustness value here.

Maximum Multicast Groups: Enter the maximum multicast group value here.

Maximum Multicast Data Sources: Enter the maximum multicast data sources
value here.

Maximum Multicast Group Members: Enter the maximum multicast group
member value here.

Fast Leave Enable: Tick this option to enable the fast leave feature.

LAN to LAN (Intra LAN) Multicast Enable: Select this option to enable LAN to
LAN (Intra LAN) multicasting.

IGMP CONFIGURATION

Multicast Precedence:

Default Version

Query Interval

Query Response Interval
Last Member Query Interval
Robustness Value

Maximum Multicast Groups

Maximum Multicast Data Sources (for
IGMPV3: (1 - 24)

Maximum Multicast Group Members

LAN to LAN (Intra LAN} Multicast Enable
Mebership Join Immediate (IPTV}

Enter IGMP protocol configuration fields if you want modify default values shown below.

Disable  lower value, higher priority

3
125
10
i0
2
25
10

25

Fast Leave Enable |V/|

Membership Join Immediate (IPTV): Tick this option to enable the membership join immediate (IPTV) feature.
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In this section we can modify the MLD Configuration.
Default Version: Enter the default MLD version number here.
Query Interval: Enter the query interval value here.
Query Response Interval: Enter the query response interval value here.
Last Member Query Interval: Enter the last member query interval value here.
Robustness Value: Enter the robustness value here.
Maximum Multicast Groups: Enter the maximum multicast group value here.

Maximum Multicast Data Sources: Enter the maximum multicast data source
value here.

Maximum Multicast Group Members: Enter the maximum multicast group
member value here.

Fast Leave Enable: Tick this option to enable the fast leave feature.

LAN to LAN (Intra LAN) Multicast Enable: Select this option to enable LAN to
LAN (Intra LAN) multicasting.

Click the Apply/Save button to accept the changes made.

MLD CONFIGURATION

MLD Configuration

Default Version 2
Query Interval 125
Query Response Interval 10
Last Member Query Interval 10
Robustness Value 2

Maximum Multicast Groups 10

Maximum Multicast Data Sources (for
midv3) 10

Maximum Multicast Group Members 10
Fast Leave Enable [¥]

LANto LAN (Intra LAN) Multicast Enable [7]

Apphy/Save
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Routing

To access the Routing page, click on the Advanced menu link, at the top, and then click on the Routing menu link, on the left.

On this page the user can configure services related to the Routing feature of this
product.

SETUP ADYVANCED MAINTENANCE STATUS HELP

ROUTING - STATIC ROUTE

Allows you to manually configure special routes that your network might need.

Static Route

ROUTING — DEFAULT GATEWAY

Allows you to configure Default Gateway used by WAN Interface,

Default Gateway

ROUTING -- RIP

Allows you to configure RIP {Routing Infermation Protocal).

[2e.]
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Static Route
Click the Static Route button to access the Static Routing configuration page. ROUTING - STATIC ROUTE

Allows you to manually configure spedal routes that your network might need.

Sigtic Route

After clicking the Static Route button the following page is available.

SETUP ADVANCED MAINTENANCE STATUS HELP

A maximum 32 entries can be configured

In this section a list of static route entries will be displayed.

Click the Add button to add a new entry. Ve uetir/preluiongty S Iniceate— Tomern | ey
Select the Remove option and click the Remove button to remove the specific entry.
Remove
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After clicking the Add button, the following page is available.

In this section we can create a Static Route entry.

IP Version: Select the IP version used here. Options to choose from are IPv4 and
IPv6.

Destination IP address: Enter the destination IP address for this route entry here.

Interface: Select the interface this will be associated with this rule here.
Gateway IP Address: Enter the gateway IP address for this route entry here.
Metric: Enter the metric value, used by this route entry, here.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

ADVANCED MAINTENANCE STATUS HELP

Enter the destination network address, subnet mask, gateway ANDJOR available WAN interface then dick
"Apply/Save” to add the entry to the routing table.

IP Version: IPv4 -

enst
|
Gateway IP Address:
(optional: metric number should be greater than or equal to zera)
Metric:

STATIC ROUTE ADD

STATIC ROUTE ADD

IP Version: IPv4 -

Destination IP address/ prefix
length:

Interface: -
Gateway IP Address:
{optional; metric number should be greater than or equal to zera)

Metric:

Apply/Save | [ Cancel l

Web User Interface Configuration

Page 100



D-Link DSL-225 11N VDSL2 Router User Manual

I this section a it of satic route entries willbe displayed.

Click the Add button to add a new entry. 1P Version DT PreRat gty i i e | a3 NN
. . . 4 147.235.245.64/28 il a =
Select the Remove option and click the Remove button to remove the specific entry. z ==
4 147,235, 245.64/28 ptm, 2 a 15
4 147.735.245.112/28 atmi 0 =
4 147,235.245.112{28 ptmi. 2 i =
Add Remove
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Default Gateway

Click the Default Gateway button to access the Default Gateway configuration

page.

After clicking the Default Gateway button the following page is available.

ROUTING -- DEFAULT GATEWAY

Allows you to configure Default Gateway used by WAN Interface.

Default Gateway

Samba

Logout

ADVANCED MAINTENANCE STATUS

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only
one will be used according to the priority with the first being the highest and the last one the lowest priority if
‘the WAN interface is connected. Priority order can be changed by removing all and adding them back in again.

ROUTING -- DEFAULT GATEWAY
Selected Default Gateway Interfaces Available Routed WAN Interfaces

ppo0.2

=]

Select a preferred wan interface as the system default IPvE gateway,
Selected WAN Interface: pppoe 0 1 1jppp0.2

ROUTING -- DEFAULT GATEWAY

Gateway Address : VD.D.D‘O

Alternative Gateway
Add . 0000

Periodic Time{sec) :

Helpful Hints...
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In this section we can select the default gateway interface for this router. ROUTING — DEFAULT GATEWAY

Selected WAN Interface: Select the IPv4 WAN interface that will be used here.
i i Selected Default Gateway Interfaces Avrailable Routed WAN Interfaces
Selected Default Gateway Interfaces: Select the IPv6 WAN interface that will be
used here. ppp0. 2

Available Routed WAN Interfaces: Select a Routed WAN interface.

]
Click the Apply/Save button to accept the changes made. B
Click the Cancel button to discard the changes made and return to the main page.

Selert a preferred wan interfare as the system defanlt TPva gateway.
Selected WAN Interface: pppoe 0 1 1/ppp0.2

In this section we can configure the default gateway parameters for this router. ROUTING - DEFAULT GATEWAY
Gateway Address: Enter the primary gateway IP address used here.
Alternative Gateway: Enter the secondary gateway IP address used here. Gotewny Addeess.: | 0.0.0.0
Periodic Time: Enter the periodic time value here. AREmaIE Sty o

Periodic Time(sec): 1

Click the Ping button to initiate the gateway IP check.
Click the Stop button to terminate the gateway IP check.

RIP

Click the RIP button to access the RIP configuration page. ROUTING - RIP

Allows you to configure RIP (Routing Information Protocal).

| e
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After clicking the RIP button the following page is available.

ADVANCED MAINTENANCE STATUS HELP
NOTE: RIP CANNOT BE COMFIGURED on the WAN interface which has NAT enabled (such as PPPGE).
To activate RIP for the WAN Interface, select the desired RIP version and operation and place a check in the 'Enabled' chedkdbox. To

sm%RIP on the WAN Interface, uncheck the 'Enabled’ checkbox. Click the 'Apply /Save’ button to star/stop RIP and save the
configuration.

RIP CONFIGURATION

Interface Version Operation Enable
atm0.2 2 - Passive = 7l

In this section we can configure the default gateway parameters for this router. RIP CONFIGURATION
Version: Select the RIP version number here. Options to choose from are 1, 2, and
Both. Interface Version Operation Enable
Operation: Select the operation mode here. Options to choose from are Active and A = e (i
Passive.
Enable: Tick this option to enable the RIP configuration on the specified interface. Apply/Save

Click the Apply/Save button to accept the changes made.
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DLNA

To access the DLNA page, click on the Advanced menu link, at the top, and then click on the DLNA menu link, on the left.

On this page the user can configure services related to the Digital Living Network
Alliance (DLNA) feature of this product.

ADVARNCLD HMAINTCNANCL STATUS 1ICLP

i ot tis page allows you to enable / disable digitsl media server support,
DIGITAL MEDIA SERVER SETTINGS
P [T Enable on-board digital media server

In this section we can configure the print server parameters for this router. DIGITAL MEDIA SERVER SETTINGS

Enable on-board digital media server: Tick this option to enable the onboard
digital media server.

[¥] Enable on-board digital media server

ly{Save
Click the Apply/Save button to accept the changes made.
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Storage Service

To access the Storage page, click on the Advanced menu link, at the top, and then click on the Storage Service menu link, on the left.

On this page the user can view information related to the Storage Service feature of
this product.

SETUP ADVANCED MAINTENANCE STATUS HELP

The Storage service allows you to use Storage devices with modem to be more easily accessed,
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IP Tunnel

To access the IP Tunnel page, click on the Advanced menu link, at the top, and then click on the IP Tunnel menu link, on the left.

On this page the user can configure services related to IP Tunneling used on this
product.

= IP TUNNEL -- IPVGINIPV4

IPwaInIPy4 Tunnel Configuration

IP TUNNEL —- IPV4INIPVG

IPy4inIPv6 Tunnel Configuration

IPv4inIPve

Samba

IPv6-in-IPv4

Click the IPv6inlPv4 button to access the IPv6-in-IPv4 configuration page. 1P TUNNEL - IPVGINIPV4

IPvInIPv4 Tunnel Cenfiguration

IPwGINIFY4
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After clicking the IPv6inlPv4 button, the following page will be available.

_ IPVGINIPVA TUNNEL ADD

Tunnel Hame:

Mechanism: 67D =
Associated WAN Interface:
Associated LAN Interface:  LAN/bO -
@  Manual

4

Automatic

IPv4 Mask Length:
6rd Prefoc with Prefix Length:
Border Relay TPv4 Addrass:

IPVGINIPVA TUNNEL CONFIGURATION

In this section a list of entries will be displayed.

Name WAN LAN Dynamic 1Pv4 Mask Length 6rd Prefix Border Relay Address Remove

Click the Add button to add a new entry.
Select the Remove option and click the Remove button to remove the specific entry
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After clicking the Add button, the following page will be available.

Currently, only D5-Lte configuration is suppor ted.

IPV4INIPVE TUNNEL ADD

Tunnel Name:
Mechanism: DSiite =
Associated WAN Interface: -

Associated LAN Interface: LANbO »

@  Manual

Automatic

Remote IPv6 Address:

Apply/Save
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In this section, the following parameters can be configured:

Tunnel Name: Enter the tunnel name here. e
Mechanism: Select the tunnel mechanism option here. 6RD is the only option o e
ava"able' Associated WAN Interface:
Associated WAN Interface: Select the WAN interface that will be associated with Associated LAN Interface:
this entry here. @
Associated LAN Interface: Select the LAN interface that will be associated with
this entry here. Also select whether this interface will obtain the IPv4 mask
length, 6rd prefix, and border relay IPv4 address information manually, by Remote IPv6 Address:
selecting Manual, or automatically, by selecting Automatic.

D5Hite

LANBD -
Manual

Automatic

IPV4INIPVG TUNNEL ADD

Remote IPv6 Address: After selecting Manual, enter the remote IPv6 address
here.

Click the Apply/Save button to accept the changes made.

IPv4-in-IPv6

Click the IPv4inIPv6 button to access the IPv4-in-IPv6 configuration page. IP TUNNEL — IPV4INIPVE

Apply/Save

IPv4inIPvE Tunnel Configuration

IPv4inIPvo

Web User Interface Configuration

Page 110



D-Link DSL-225 11N VDSL2 Router User Manual

After click the IPv4inlPv6 button, the following page will be available.

In this section a list of entries will be displayed. IPVAINIPV6 TUNNEL CONFIGURATION

Click the Add button to add a new entry. M=l NG R Pymac Srtmorte iiten suliiucs Semave
Select the Remove option and click the Remove button to remove the specific entry
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After click the Add button, the following page will be available.

In this section, the following parameters can be configured:
Tunnel Name: Enter the tunnel name here.

Mechanism: Select the mechanism option here. DS-Lite is the only option
available.

Associated WAN Interface: Select the WAN interface will be associated with this
entry here. Also select whether this interface will obtain the remote IPv6

address manually, by selecting Manual, or automatically, by selecting
Automatic.

Associated LAN Interface: Select the LAN interface associated with this entry
from the drop-down menu.

Remote IPv6 Address: After selecting Manual, enter the remote IPv6 address
here.

Click the Apply/Save button to accept the changes made.

Tunnel Name:

Associated WAN Interface:
Associated LAN Interface: LANbO0
@  Manual

Automatic

Remote IPv6 Address:

Mechanism:  DS-ite

Tunnel Mame:
Mechanism: D5-lite -
Associated WAN Interface: x
Associated LAN Interface: i.ANf'brO -
@  Manual

Automatic

Remote IPv6 Address:
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Print Server

To access the Print Server page, click on the Advanced menu link, at the top, and then click on the Print Server menu link, on the left.

On this page the user can configure services related to the print server on this
product.

m// SETUP ADVANCED MAINTENANCE STATUS HELP
A G

This page allows you to enable / disable printer support.

PRINT SERVER CONFIGURATION

[¥] Emable on-board print server
Printer name: [ I

Make and model:

In this section, the following parameters can be configured: PRINT SERVER CONFIGURATION

Enable on-board print server: Tick this option to enable the onboard print server
feature.

Printer name: Enter the printer name here.
Make and model: Enter the printer's make and model description here.

[#]  Enable on-board print server

Printer name: .bezeq

Make and modelk: _bezeq

Apply/Save

Click the Apply/Save button to accept the changes made.
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Samba

To access the Samba page, click on the Advanced menu link, at the top, and then click on the Samba menu link, on the left.

On this page the user can configure services related to the Samba connectivity of this
product.

SETUP ADVANCED MAINTENANCE STATUS HELP

USE Storage

USB STORAGE

USB Storage: Up
[7]  Enable Samba

NetBios Name:  bezeg

Directory Name: bezeq

Charset: UTF8

Apply/Save

In this section, the following parameters can be configured:
USB Storage: This parameter will display the USB storage device’s status. USB Storage: Up
Enable Samba: Tick this option to enable the Samba feature. ¥l Enable Samba
NetBios Name: Enter the NetBIOS name here. Netiios Na: | Baoen
Directory Name: Enter the directory name here. Directory Nsme: | bezeg
Charset: Select the character set option here. The only option available for Charset: UTFE =

selection is UTF8.

| apphyjsave || unpliguse |

Click the Apply/Save button to accept the changes made.
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Maintenance Category

The Maintenance category is designed to assist the user with maintenance configurations for this product.

The following pages can be found in the Maintenance category:

e System — On this page the user can perform maintenance concerning the -
System. Services available for configuration are Backup and Restore ,

Settings, Restore to Factory Default Settings, and a System Reboot.
« Firmware Update — On this page the user can update the running firmware [ |

fOI' th IS prOdLICt Back up DSL Router configurations. You may save your router configurations to a file on your PC,

e Access Control — On this page the user can configure the login username [ BacepSettngs |

and password for the web user interface of this product.

e Diagnostics — On this page the user can run a diagnostics test that includes
testing the Ethernet, USB, Wireless, and DSL Connection of this product.

e System Log — On this page the user can View and Configure the System
Log used by this product.

Update D5L Router settings. You may update your router settings using your saved files,

Settings File Hame : Browse...
[ update settngs

SETTINGS - RESTORE DEFAULT SETTINGS

Reestore DSL Router settings to the factory defaults.

‘ Restore Default Settings ‘

SETTINGS - REBOOT

Click the button below to reboot the router.

Reboot |
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System

To access the System page, click on the Maintenance menu link, at the top, and then click on the System menu link, on the left.

On this page the user can perform maintenance concerning the System. Services
available for configuration are Backup and Restore Settings, Restore to Factory
Default Settings, and a System Reboot.

DSL-225 // SETUP ADVANCED MAINTENANCE STATUS HELP

e | [——————

Back up DSL Router configurations. You may save your router configurations to a file on your PC.

‘ Backup Settings
SETTINGS — UPDATE SETTINGS

Update D51 Router settings. You may update your router settings using your saved files,

Settings File Name : Browse. ..

Update settngs |

SETTINGS - RESTORE DEFAULT SETTINGS

Restore DSL Router settings to the factory defaults,

[ RestoreDefauliSetings |

SETTINGS — REBOOT

Click the button below to reboot the router.

Reboot

In this section we can initiate the configuration backup feature. Once you have SETTINGS — BACKUP
configured the router to your satisfaction, it is a good idea to back up the
configuration file to your computer. To save the current configuration settings to your
computer, click the Backup Settings button. You will be prompted to select a
location on your computer to put the file. The file type is bin and may be named
anything you wish.

Back up DSL Router configurations, You may save your router configurations. to a file on your PC.
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In this section we can restore the configuration backup from a saved file. To load a SETTINGS —- UPDATE SETTINGS
previously saved configuration file, click the Browse button and locate the file on your ot e e Wt st s b i e
computer. Click the Update Settings button to load the settings from your local hard
drive. Confirm that you want to load the file when prompted. The router will reboot Settings File Name : Browse... |
and begin operating with the configuration settings that have just been loaded.
| Update Settings
In this section we can perform a factory reset on this router. To reset the router to its SETTINGS -- RESTORE DEFAULT SETTINGS
factory default settings, click the Restore Default Settings button. You will be O - I WO 1 R
prompted to confirm your decision to reset the router. The router will reboot with the
factory default settings. Restore Defauilt Settings
In this section we can reboot the router. Click the Reboot button to initiate the reboot SETTINGS — REBOOT
procedure' Click the button below to reboat the router.

| Rehoot
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Firmware Update

To access the Firmware Update page, click on the Maintenance menu link, at the top, and then click on the Firmware Update menu link, on the left.

On this page the user can update the running firmware for this product. From time to
time a software update will be available for this product. Keep an eye on the D-Link
website for possible software updates that might be available in the future.

In this section we can load the latest firmware for the device. Note that the device
configuration settings may return to the factory default settings.

ADVANCED

m
Firmware Update 3
Step 1: Obtain an updated software image file from your ISP,
trol

image file.

Step 3: Click the "Update Software” button once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete; and your DSL Router will reboot.

Step 2:Enter the path to the image file location in the box below or dick the "Browse” button to locate the

Software File Name :

UPDATE SOFTWARE i

Browse...

UPDATE SOFTWARE

Update Software

Software File Name :
To upgrade the firmware, type in the name and path of the file in the Software File
Name field or click on the Browse button to search for the file. Click the Update
Software button to begin copying the file. The file will load and restart the router | Update Software |
automatically.
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Access Control

To access the Access Control page, click on the Maintenance menu link, at the top, and then click on the Access Control menu link, on the left.

On this page the user can configure the login username and password for the web
user interface of this product.

SETUP ADVANCED MAINTENANCE

ACCESS CONTROLS - PASSWORD

Manage DSL Router user accounts,

ACCESS CONTROL - REMOTE MANAGEMENT

Allows you to configure Remote management.

Remote management

Passwords

Click the Password button to access the Password configuration page. ACCESS CONTROLS -- PASSWORD

Manage D5SL Router user accounts.

)

Web User Interface Configuration Page 119



D-Link DSL-225 11N VDSL2 Router User Manual

After clicking the Password button the following page is available.

ALCVANCED MAINTENANCE STATUS HELP

Use the fields below to enter up to 16 characters and dick “Apply/Save” to change or reate passwords. Note:

Fi ate
Access Control Password cannot contain a space.
PASSWORDS SETTING =

Username :

0ld Password :

New Password :

Confirm Password :

In this section we can configure the access control account information. PASSWORDS SETTING

Username: Enter the new login username for this router here. The default
username is Admin. Username :

Old Password: Enter the old login password for this router here. The default old Password :
password is Admin.

New Password: Enter the new login password for this router here.
Confirm Password: Enter the new login password for this router here again.

Mew Password :

Confirm Password :

Click the Apply/Save button to accept the changes made. | Applyjsave | | cancel |
Click the Cancel button to discard the changes made and return to the main page.
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Remote Management

Click the Remote management button to access the Remote Management
configuration page.

After clicking the Remote management button the following page is available.

ACCESS CONTROL -- REMOTE MANAGEMENT

Allows vou to configure Remote management.

Remote management

Access Control

A Service Control List ("5CL7) enables or disables services from being used.

REMOTE MANAGEMENT FEATURE i

LAN
[¥] Enable

Enable
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In this section we can configure the following information:

Service: In this column a list of service is be displayed that can be enabled or
remote access.

LAN: Tick the Enable option to enable the related service on the LAN interface.
WAN: Tick the Enable option to enable the related service on the WAN interface.

Click the Save/Apply button to accept the changes made.

REMOTE MANAGEMENT FEATURE

Services LAN WAN
FTP V] Enable V] Enable
HTTP Enzble V] Enble
1CMP Enable [T Enable
SHMP ¥ Enable 7] Enable
55H [T Enable [T Enable
TELNET V] Enable ] Enable
TP V| Enable [T Enable
Save[Apply |
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Diagnostics

To access the Diagnostics page, click on the Maintenance menu link, at the top, and then click on the Diagnostics menu link, on the left.

On this page the user can run a diagnostics test that includes testing the Ethernet,
USB, Wireless, and DSL Connection of this product.

SETUP ADVANCED MAINTENANCE STATUS

Your modem is capable of testing your DSL connection. The individual tests are listed below. If 2 test displays
a fail status, dick ‘Rerun Disgnostic Tests" st the bottom of this page to make sure the fail status is
consistent; If the test continues to fail, dick "Help® and follow the troubleshooting procedures.

TEST THE CONNECTION TO YOUR LOCAL NETWORK

Test your eth0 Connection:

Test vour eth1 Connection:

Test your eth2 Connection:

Test your eth3 Connection:

Test your eth4 Connection:

Test your USB Connection:

Test your Wireless 2.4G Connection:

Test xDSL Synchronization

Rerun Diagnostic Tests

In this section diagnostic tests are performed to test the connection to the Local
Network interface. This test will include testing the Ethernet, USB, and Wireless

TEST THE CONNECTION TO YOUR LOCAL NETWORK

connections of this router.
Test your eth0 Connection: PASS Help
) ) ) ) ) Test your ethl Connection: FAIL Help
If a connection does not pass the test, a Help link is available for a more detailed P i S R e EAIL Hielp
description about the connection test and the possible solutions that can be Testyuur e Connectine FAIL Help
performed to solve the problem. Test your USB C = — el
Test your Wireless 2.4G Connection: PASS Help
Test your Wireless 56 Connection: PASS Help
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In this section diagnostic tests are performed to test the connection to the DSL TEST THE CONNECTION TO YOUR DSL SERVICE PROVIDER
Service Provider. This test will include testing the xDSL Synchronization.

Test xDSL Synchronization FAIL Help

If a connection does not pass the test, a Help link is available for a more detailed
description about the connection test and the possible solutions that can be
performed to solve the problem. Rerun Diagnostic Tests
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System Log

To access the System Log page, click on the Maintenance menu link, at the top, and then click on the System Log menu link, on the left.

On this page the user can view and configure the System Log used by this product.

ADVANCED MAINTENANCE STATUS HELP

The System Log dialog allows you to view the System Leg and configure the System Log options.

Click "View System Log” to view the System Log.

ac
System Log Click "Configure System Log™ to configure the System Log options.

I ‘iew System Log ] [ Configure System Log ]

View System Log I [ Configure System Log

Click the View System Log button to access the System Log Display page.

Click the Configure System Log button to access the System Log Configuration
page.
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After clicking the View System Log button, the following page is available.

Logout

ADVANCED MAINTENANCE STATUS

System Log

Date/Time

daemon

daemon

daemon

daemon

daemon

daemon

daemon

daemon

daeman

daeman

daeman

daeman

daeman

Facility Severity
kernel: Broadcom Ingress QoS ver 0. 1initalized

kernel: BPM: tot_mem_size =1342177288 (128MB), buf_mem_size=201326556
(19MB), num of buffers=9460, buf size=2128

kernel: Broadcom BPM Module Char Driver w0, 1 Aug 26 2013 20:53:48
Registered 244> [[0m

kernel: ~[[0;34m[NTC bpm] bpm_set_status: BPM status : enabled
kernel: #[[0m

kernel: NBUFF v1.0 Initialized

kernel: ~[[0;36;44mInitialized feache state ~[[0m

kernel: ~[[0;36;44mEroadcom Packet Flow Cache Char Driver v2.2 Aug 26
2013 20:54:05 Registered <242 > ~[[0m

kernel: Created Proc F5 fprocfs/feache

kernel: ~[[0;36;44mBroadcom Packet Flow Cache registered with netdey
chain[{om

kernel: ~[[0;36;44mBroadcom Packet Flow Cache learning via BLOG enabled. ~
[om

kernel: [[0;36;44mConstructed Broadcom Packet Flow Cache v2.2 Aug 26
2013 20:5%:05[[0m

kernel: chipld 0x63168000
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In this section a list of system log entries will be displayed.

Click the Refresh button to refresh the information in this table.
Click the Back button to return to the previous page.

SYSTEM LOG

Jam 1
01:20:36

Jan 1
01:20:36
Jam 1
01:20:36
Jan 1
01:20:36
Jam 1
01:20:36
Jan 1
01:20:36
Jam 1
01:20:36

Jan 1
01:20:36

Jan1
01:20:3%

daemon

daemon

daemon

daemon

daemon

daemon

daemon

daemon

dasmon

warn

warn

warn

warn

Wwarn

warn

Wwarn

warn

notice

kernel: Broadcom Ingress QoS ver 0, 1initialized

kernel; BPM: tot_mem size=134217728B (128ME), buf _mem size=201326558

(19MB), num of buffers=3460, buf size=2123

kernel; Broadcom BPM Module Char Driver w0,1 Aug 26 2013 20:53:49
Registered<244="[[0m

kernel: ~[[0;34m[NTC bpm] bpm_set status: BPM status : enabled
kernel: ~[[om
kernel: NBUFF v1.0 Initizlized

kernel: ~[[0: 36! 49mInitialized frache state[[0m

kernel: ~[[0:36; 44mBroadcom Packet Flow Cache Char Driver v2.2 Aug 26

2013 20:54:05 Registered <242~ [[0m

kernel: sd 0:0:0:0: [sda] Attached SCSI remaovable disk

| Refresh || Back |
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After clicking the Configure System Log button, the following page is available.

In this section we can configure the System Log parameters for this router.
Log: Select the log state here. Options to choose from are Disable and Enable.

Log Level: Select the log level option here. Options to choose from are
Emergency, Alert, Critical, Error, Warning, Notice, Information, and
Debugging.

Display Level: Select the display level option here. Options to choose from are
Emergency, Alert, Critical, Error, Warning, Notice, Information, and
Debugging.

Mode: Select the mode option here. Options to choose from are Local, Remote,
and Both.

Click the Apply/Save button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.

1If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events
ahove or equal to the selected level will be logged. For the Display Level, all logged eventsabove or equal to
the selected level will be displayed. If the selected mode is Remate’ or 'Both,’ events will be sent to the
specified IP address and LIDP port of the remote syslog server. If the selected mode is 'Local or 'Both,' events
will be recorded in the local memory,

Di i oute
System Log t
Logout

Select the desired values and dick 'Apply/Save' to configure the system log options. =

CDNFIGURATIDH
Log: (@ Dissble () Enable
Log Levek Debugging -
Display Level:  Error -
Mode: Local -

CONFIGURATION

Leg: @ Disable ) Enable

Log Level: Debugging -
Display Levek Error -
Mode: Lo&:l. -

Apply fSave IIC.anBPJ]
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Status Category

The Status category is designed to assist the user with information display pages, concerning the configuration and behavior of this product.

The following pages can be found in the Status category:

Device Info — On this page the user can view information regarding the
System and Internet Connectivity.

DHCP Clients — On this page the user can view a list of DHCP clients that
are currently connected to this product.

Statistics — On this page the user can view statistical information about the
LAN, WAN, xTM, and xDSL interfaces.

Route Info — On this page the user can view information about routes used
by this product.

WAN Info — On this page the user can view information about WAN
interfaces used by this product.

ARP Info — On this page the user can view information about ARP interfaces
used by this product.

II

This infarmation reflects the current status of your DSL connection, sum
o

SYSTEM INFO

Symmetric CPU Threads:
Build Timestamp:
Software Version:
Uptime:

2

02072005
BZ_1.00.03

7D 17H 58M 545

Line Rate - Upstream (Kbps):
Line Rate - Downstream (Kbps):
LAN IPv4 Address:

Default Gateway:

Primary DNS Server:
Secondary DNS Server:

LAN IPvE ULA Address:

Default IPv6 Gateway:

INTERNET INFO

nhnn irics :I\n:l
Ethernet
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Device Info

To access the Device Info page, click on the Status menu link, at the top, and then click on the Device Info menu link, on the left.

On this page the user can view System and Internet information.

i / / ADYANCED MAINTENANCE STATUS
Device Info Helpful Hints_..
) s

This information reflects the current status of your DSL connection.

SYSTEM INFO ;

Symmetric CPU Threads: Z
Build Timestamp: 02072005
Software Version: BZ_1.00.03

s and Ethernet

Uptime: 7D 17H 58M 545

INTERNET INFO

Line Rate - Upstream (Kbps):
Line Rate - Downstream (Kbps):
LAN IPv4 Address:

Default Gateway:

Primary DNS Server:
Secondary DNS Server:

LAN IPv6 ULA Address:

Default IPv6 Gateway:
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In this section we can view System Information.

Symmetric CPU Threads: 2

Build Timestamp: 02072005
Software Version: BZ 1.00.03
Uptime: 7D 17H 58M 545

In this section we can view Internet Information. INTERNET INFO

Line Rate - Upstream (Kbps): 0

Line Rate - Downstream (Kbps): 0

LAN IPv4 Address: 13,0.0.138
Default Gateway:

Primary DNS Server:

Secondary DN5S Server:

LAN IPvE ULA Address:

Default IPvE Gateway:
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DHCP Clients

To access the DHCP Clients page, click on the Status menu link, at the top, and then click on the DHCP Clients menu link, on the left.

On the page the user can view a list of DHCP clients that are currently connected to

this product.

In this section we can view a list of DHCP Clients.

ADVANCED MAINTENANCE STATUS

ents
This information reflects the current DHCP dient of your router.

Hostname MAC Address IP Address Expires In
android-1a72a9d3197e3319 18:00:2d:51:c0: 53 10.0.0.1 55 minutes, 45 seconds

Hostaame MAC Address IP Address
android-1a72a0d319723319 18:00:2d:61:c0:53 10001 S5 minutes, 45 seconds
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Statistics

To access the Statistics page, click on the Status menu link, at the top, and then click on the Statistics menu link, on the left.

On this page the user can view statistical information about various interfaces used
by this product.

SETUP ADVANCED MAINTENANCE STATUS HELP

STATISTICS - LAN

[ |

STATISTICS —— WAN SERVICE
Wan Service

STATISTICS - XTM

STATISTICS -- XDSL

XD

| siansues o
I
o)
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LAN
Click the LAN button to access the Local Network and Wireless Statistics page.

After clicking the LAN button, the following page is available.

HCP

Stalistics

Logout

ADVANCED MAINTEMANCE

This information reflects the current statistics of your LAN Interface.

STATUS

LOCAL NETWORK & WIRELESS

Interface Total
Bytes

15005814 139834 0

a

o
i}
a
o

Received

Multicast  Unicast Broadcast Total
Pkts Errs Drops Bytes Pkts Errs Drops

10448 125446 3990
a Q a

¢}
0 0 Q
0 0 0
2 8 1

Bytes  Pkts

148657506 193450

a a
(1]
a (i}

6148323 25431 | |

6186708 25348

¥

Reset Statistics
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In this section we can view Local Network and Wireless Statistics. LOCAL NETWORK & WIRELESS

Click the Reset Statistics button to reset the information in this section. £
Received -
Interface Total Multicast  Unicast Broadcast Total
Bytes Pkis Errs Drops Bytes Pkits Errs Drops Bytes Plkts I
ethd 15005814 139884 0. 0 0 10448 125446 3990 148657506 193450 |
ethl 2 ] 0D @ 0 ] ] o i 0 13
eth? bl 0 00 0 0 i} 0 0 |
eth3 3 0 gl 0 i 0 o ] 0 i
eth4 b} 0 el i ] o o £143323 25431 !_
wiD 570 i1 0 & 0 2 ] t 6186708 25348
| I | b
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WAN Service
Click the WAN Service button to access the WAN Statistics page. STATISTICS - WAN SERVICE

After clicking the WAN Service button, the following page is available.

ADVANCED MAINTENANCE STATUS

Errs  Drops
atml ipoe 888 1 0 0 0 [} 0 o 0 a
ppp0. 1 popos_8_43_1:ppooe_1_48 i i 0 i 0 0 o 0
ptm0.2 ipoe_8_88_3100 0 0 0 i3 o 0 o 0
pppil . 843 _Lipppoe_1 48 0 0 0 0 0 o 0 0
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In this section we can view WAN Statistics.

Click the Reset Statistics button to reset the information in this section.

xT™M
Click the xTM button to access the xTM Statistics page.

After clicking the xTM button, the following page is available.

WAN SERVICE

Interface Description Received Transmitted
Bytes Pkis Errs Drops Bytes Pkis Errs Drops
atm1 ipos 888 1 0 0 0 0 0 0 0 0
ppp0.1 Pppoe_8_48_1:pppoe_1_48 0 0 0 o 0 0 0 0
pim0.2 ipoe_B_83_3100 0 0 0 0 0 0 0 0
pppl.1 pppos_8 438 _i:pppoe_1 48 ] ] ] ] o 0 o 0

Reset Statistics

ADVANCED

MAINTENANCE

Statistics —xTM

INTERFACE STATISTICS

Port In Out
Ilulllberl}cte‘lsﬂctt‘lsl’acketsi’ackels Cells Cells Cells  Cells

In Out
0AM OAM ASM ASM Pa[:ket
Errors

In

Out

In Cell
Errors.

=

STATUS

Helpful Hints...
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In this section we can view xTM Inteface Statistics. INTERFACE STATISTICS

Click the Reset button to reset the information in this section. Port In out In Out  InOAM OutOAM InASM OutASM InPacket Incell
Number Octets Octets Packets Packets Cells Cells Cells Cells Errors Errors

xDSL

Click the xDSL button to access the xDSL Statistics page.

After clicking the xDSL button, the following page is available.

ADVANCED MAINTENANCE STATUS

Helpful Hints...
This information reflects the current statistics of your xD5L connection.
Made:

XDSL

Traffic Type:
Status:
Link Power State:

Downstream

Line Coding(Trelis):

SMR Margin (0.1 dB):
Attenuation (0. 1 dB):
Output Power (0.1 dBm):
Attainable Rate (Kbps):
Rate {kbps):
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In this section we can view xDSL Statistics.

Click the xDSL BER Test button to initiate the ADSL BER Test.
Click the Reset Statistics button to reset the information in this section.

XDSL

Mode:

Traffic Type:
Status!

Link Power State:

Line Coding{Treflis):

SMR Margin (0.1 dB):
Attenuation (0.1 dB):
Qutput Power (0.1 dBm);
Attainable Rate (Kbps):
Rate {Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Carrectable Errors:
RS Uncorrectable Errors:

HEC Errors:
QCD Errors:
LCD Errors:
Total Cells:
Data Cells:
Bit Errors:

Total E5:

Total 5E5;
Total UAS:

Downstream

Disabled
ZL3s

Upsiream

¥D5L BER Test

| {

Reset Statistics
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After clicking the xDSL BER Test button, the following page is available.

In this section we can initiate the ADSL BER Test.

Tested Time: Select the testing time value here. Options to choose from are 1, 5,
10, 20, 60, 120, 180, 240, 300, and 360 seconds. By default this value is 20

seconds.

Click the Start button to start the ADSL BER Test.
Click the Close button to close the window.

After clicking the Start button to the ADSL BER Test will run the test.

Click the Stop button to the stop the test.
Click the Close button to close the window.

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL
connection. The test is done by transferring idle cells containing a known
pattern and comparing the received data with this known pattern to chedk for
SNy ErTors,

Select the test duration below and dick Start”™,

Tested Time (sec) N -

[ sore | [ coe |

The ADSL BER test is in progress. The connection speed is 0 Kbps. The test wil
run for seconds.

Click "Stop™ to terminate the test,

| soe | | Close |
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After the completion of the test, the ADSL BER Test Result will be displayed. _

T_he ADSL BER, test completed successfully.
Click the Close button to close the window.

Test Time (sec):

Total Transferred Bits:
Total Error Bits:

Error Ratio:

E
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Route Info

To access the Route Info page, click on the Status menu link, at the top, and then click on the Route Info menu link, on the left.

On this page the user can view information about routes used by this product.

ADVANCED HMAINTENANCE STATUS

the

Flags: U -up, ! - reject, G - gateway, H -host, R -reinstate o s roufing table.
D - dynamic {redirect], M - modified {redirect).

ROUTE INFO

Destination Gateway Subnet Mask Flag Metric Service
10.0.0.0 0.0.0.0 255,255.255.0 u (1]

In this section we can view Route Information.

The information available in the Flag field can be translated to the following: R Gateway  subnerMask Fag Memic  Service  Iterface
U means Up. ! means Reject. G means Gateway. H means Host. R means Reinstate. 10.0.0.0 0.0.0.0 255.255.255.0 U a bro
D means Dynamic or Redirect. M means Modified or also Redirect. 192.168.168.0 0.0.0.0 55,255.255.0 u o bri
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WAN Info

To access the WAN Info page, click on the Status menu link, at the top, and then click on the WAN Info menu link, on the left.

On this page the user can view information about WAN interfaces used by this
product.

SETUP ADYANCED MAINTENANCE STATUS

Thiz information reflects the WAN of your router,

Igmp
P MLD
Enbl
ptmd.1 br_0_1 1 Bridge Disabled Disabled Disabled Disabled Disabled Disabled Disabled Enzb
ppp0.2  pppoe_0_1_1 PPPoE  Disabled Disabled Enabled Enabled Disabled Disabled Enabled Enab
< T | 2

MLD
Interface Description Type VianMuxid TPve 9P Src HAT
i Enbl

In this section we can view WAN Information. WAN INFO

Igmp HMLD

Interface Description Type VianMuxid IPve WO™P oo MID  or  WAT  Firew
PXY | Enbi | P | Eahl

pim0. 1 br 0.1 1 Bridge Disabled Disabled Disabled Disabled Disabled Diszbled Disabled Ensb

ppp0.2 pppoe 0_1 1 PPPoE Disabled Disabled Enabled Enabled Disabled Disebled Enabled Enab
4| 1] | ]
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ARP Info

To access the ARP Info page, click on the Status menu link, at the top, and then click on the ARP Info menu link, on the left.

On this page the user can view information about ARP interfaces used by this
product.

SETUP ADVANCED MAINTENANCE STATUS

This information reflects the ARP of your router,

HW Address
00: 1d:60:a1:37:b5

In this section we can view ARP Information.

IP address Flags HW Address Device
10.0.0,139 Comple te 00:1d:60:a1:37:b5 bro
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The Help category is designed to assist the user with helpful information about every topic found on the web user interface of this product.

The following pages can be found in the Help category:

¢ Menu - On this page the user can navigate easily to any page throughout the

menu structure to access help information.

e Setup — On this page the user can read more about topics discussed in the

Setup category.

e Advanced — On this page the user can read more about topics discussed in

the Advanced category.

¢ Maintenance — On this page the user can read more about topics discussed Status

Support SETUP HELP

in the Maintenance category.

e Status — On this page the user can read more about topics discussed in the

Status category.

Help Category

Menu

Maintenance

WAN Service
Wireless 2. 4G
Wirgless 56
Local Metwork
Time and Date

Advanced Wireless 56
Virtual Servers
Port Triggering
DMZ

Parental Control
Eiltering Options
DhS

Dynamic DNS
Netwark Tools
Routing
Storage Service
Print Server

ADVANCED HELP

Advanced Wireless 2.46

MAINTENANCE HELP

stel

Eirmware Update
Access Controls
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Knowledge Base

Networking Basics

Check your IP address

After you installed your new network or wireless adapter, by default, the TCP/IP
settings should be set to obtain an IP address automatically from a DHCP server. By
default the DHCP server option on your router is enabled.

To verify your IP address, please follow the steps below:

Click on the Windows Start button and open the Run application.
In the Open box type cmd and click OK.

At the command prompt, type in the command jpconfig and press Enter. This
will display the IP address, Subnet Mask, and the Default Gateway of your
adapter. If the address is 0.0.0.0, it means that your network adapter did not
receive an IP address from the DHCP server. Check your adapter installation,
security settings, and the settings on your router. Some firewall software
programs may block a DHCP request on newly installed adapters.

ﬁ Administrator: G Windows\system32' cmd.exe
Copyright (c) 2069 Microsoft Coprporation.

C=~Usersslost & found>ipconfiy

Jindows IP Configuration

thernet adapter Local firea Connection:

Connection—specific DHS Suffix . :

IPv4 fAddress. . . . . . . . . . . = 18.8.8.139
Subnet Mask : 255.255.255.8
Pefault Gateuwaw :

Tunnel adapter isatap.{5?64CF7F-8A43-47BD-AZC7-A1312215435E>:

Media State
Connection—specific DHS Suffix

: Media disconnected

unnel adapter Teredo Tunneling Pseudo-Interface:

Media State
Connection—specific DNE Suffix

: Media disconnected

nUsersslost & found>

All rights reserved.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP

address, please follow the steps below:

-

Internet Protocal Verion 4 (TCP/IPwd) Properties

Click on the Windows Start button and navigate to the Control Panel >
Network and Sharing Center and click on the Change Adapter Settings
option on the left panel.

Right-click on the Local Area Connection, which represents your network
adapter, and select Properties.

Select the Internet Protocol Version 4 (TCP/IPv4) option and click on the
Properties button.

Select Use the following IP address and enter an IP address that is on the
same subnet as your router. For example: If your router is running on the IP
address of 10.0.0.138, use any IP address from 10.0.0.1 to 10.0.0.254,
except 10.0.0.138. Use the Subnet Mask of 255.255.255.0. Set Default
Gateway the same as the LAN IP address of your router. Set Preferred DNS
server IP address the same as the LAN IP address of your router. The
Secondary DNS is not needed at this stage.

Click the OK button twice to return to the Network Connections window.

General |

T3

-7 ]

for the appropriate IF =ettings.

(") Obtain an IF eddress automatically
@ Use the following IP address:

You can get IP settngs assigned automatically if your network supports
this capahility. Otherwise, you need to ask your network administrator

IP address: 1 [R +. B . 135
Subnet mask: 255,255 . 255 . 0
Default gateway: 1M .0 0 . 138

(Ohtain OMNS server address automatically
i@ Use the following DMS server addresses:
Preferred DINS server:
Alternate DNS server;
[7] validate settings upon exit | PR |

l 0K, J l Cancel |
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Wireless Basics

Wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within your home, business or public access
wireless networks. Strictly adhering to the IEEE standard, the wireless family of products will allow you to securely access the data you want, when and where you want it.
You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to
work and communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use servers, printers or an Internet connection
supplied through the wired LAN. A Wireless Router is a device used to provide this link.

What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio frequency to connect wirelessly, so you have
the freedom to connect computers anywhere in your home or office network.

How does Wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless technology has restrictions as to how you
can access the network. You must be within the wireless network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a small antenna attached to it, which allows it
to transmit data back and forth over radio signals. With an indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the
signal can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and many other
outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30 feet away. Compared to WLAN the speed and
wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much power which makes it ideal for personal devices, such as mobile phones,
PDAs, headphones, laptops, speakers, and other devices that operate on batteries.
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Who uses wireless?
Wireless technology has become so popular in recent years that almost everyone is using it, whether it's for home, office, business, we have a wireless solution for it.

Home
e Gives everyone at home broadband access.
e Surf the web, check email, instant message, etc...
e Gets rid of the cables around the house.
e Simple and easy to use.

Small Office and Home Office
e Stay on top of everything at home as you would at office.
e Remotely access your office network from home.
e Share Internet connection and printer with multiple computers.
e No need to dedicate office space.

Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming so popular that more and more public facilities
now provide wireless access to attract people. The wireless connection in public places is usually called “hotspots”.

Using a Wireless Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations like: Airports, Hotels, Coffee Shops, Libraries,
Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start. That's why we’ve put together a few setup steps
and tips to help you through the process of setting up a wireless network.

Tips
Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place the router/access point as high as possible in
the room, so the signal gets dispersed throughout your home. If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Knowledge Base Page 149



D-Link DSL-225 11N VDSL2 Router User Manual

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access point. This would significantly reduce any
interference that the appliances might cause since they operate on same frequency.

Security

Don’t let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the WPA or WEP security feature on the router.
Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:
¢ Infrastructure — All wireless clients will connect to an access point or wireless router.

e Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on each computer, such as two or more wireless
network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless router or access point.
An Ad-Hoc network contains only clients, such as laptops with wireless Cardbus adapters. All the adapters must be in Ad-Hoc mode to communicate.

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The router offers wireless security options like WPA/WPA2
PSK/EAP.

What is WPA?

WPA (Wi-Fi Protected Access) is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).

The 2 major improvements over WEP:

e Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing algorithm and, by adding an integrity-
checking feature, ensures that the keys haven’'t been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

e User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP regulates access to a wireless network based on
a computer’s hardware-specific MAC address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to
ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between 8 and 63 characters long. The
password can include symbols (!?*&_) and spaces. This key must be the exact same key entered on your wireless router or access point.
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WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public key encryption system to ensure that
only authorized network users can access the network.
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Frequently Asked Questions

What can | do if my Router is not working correctly?
There are a few quick steps you can take to try and resolve any issues:
e Check that all the cables are firmly connected at both ends.
e Check that all the corresponding LED indicators are on, especially the Power, DSL, and LAN LED indicators.
e Ensure that the settings on the WAN Service page in the Web User Interface are the same as the settings that have been provided to you by your ISP.

Why can’t | get an Internet connection?
For VDSL ISP users, please contact your ISP to make sure the service has been enabled/connected by your ISP and that your ISP username and password are correct.

What can | do if | forgot my web Ul login password?
If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the button down for 10-15 seconds.
Release the button and the router will go through its reboot process. Wait about 30 seconds to access the router. The default IP address is 10.0.0.138. When logging in, the
username is ‘Admin’ and the password is ‘Admin’.
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Hardware Specifications
e LAN Interface: Four 10/100Mbps LAN ports
e DSL Interface: One RJ11 Internet port
o Wireless Interface (2.4Ghz): IEEE 802.11b/g/n
e USB Interface: Complaint USB 2.0

Operating Voltage
e Input: 100~240V (x10%), 50~60Hz
e Output: 12VDC, 1AEU

Temperature
e Operating: 32°F~104°F (0°C~40°C)
e Non-Operating: -4°F~149°F (-20°C~65°C)

Humidity
e Operating: 10%~90% non-condensing
e Non-Operating: 5%~95% non-condensing

ADSL2 Standards
e ITU-T G.992.3 (G.dmt.bis) Annex A/J/K/L/M)

VDSL2 Standards
e ITU G.992.3 (G.dmt.bis) Annex A/J/K/L/M
e Annex A, B over POTS
e (5.998.4 (G.INP)
e (5.993.5 (G.Vector)
e ITU-T G.992.5 Annex A/LIM

Wireless Security

Technical Specifications

VDSL2+ Standards
e ITU G.992.5 Annex A/L/M

VDSL Data Transfer Rate
e VDSL2 up to 100M/50M

Wireless Frequency Range
e |EEE 802.11b: 2400 MHz~2497 MHz
o |EEE 802.11g: 2400 MHz~2497 MHz
o |EEE 802.11n: 2400 MHz~2497 MHz

Wireless Bandwidth Rate
o |EEE 802.11b: 11, 5.5, 2, and 1 Mbps
o |EEE 802.11g: 54, 48, 36, 24, 18, 12, 9, and 6 Mbps
o |EEE 802.11n: 6.5 to 300 Mbps

Wireless Channel Numbers
e |EEE 802.11b: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)
o |EEE 802.11g: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)
o |EEE 802.11n: Channels 1~11 (USA), 1~13 (Europe), 1~14 (Japan)

Antenna Type
e 2X2 PCB Antenna

e 64/128bit WEP, WPA/WPA2-Personal, WPA/MWPA2-Mixed Mode, WPS (PIN & PBC)

Technical Specifications
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Certifications
e CE

Dimensions & Weight
e 195x123 x 34 mm (7.68 x 4.84 x 1.34 in) (Length x Width x Height)
e 314,97 grams (0.694 Ibs)
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